Tema 5. be3onacHada paboTa B ceTu
UHTepHeT

KaK co3patb HageXHbi naponb

3auem nNpuBA3bIBaTb TeNePOH K aKKayHTyY
KaK pacno3HaTb onacHbIN CauT

BUpycbl  aHTUBUPYCHbIE NPOrpammbl
lMhaTHble noANUCKU



BcnomuHaem npowayrko temy

[ne nckatb nHdopmauuio?

G M



BcnomuHaem npowayrko temy

3auem HY>XHbl 3aKNaaKku?



BcnomuHaem npowayrko temy

3auem HeobxoamMma UcTopua NnoceLeHNn?



BcnomuHaem npowayrko temy

AnAa yero NCnonb3yroTcA TaKne KapTUHKn?
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AKKayHT (account)

NMpodunb, YueTHaa 3anucb, JINuHaA KapTOUKa,
JInyHbIN KabuHer

Bbl co34aéTe CBOM aKKayHT 1 3aMonHAeTe ero:

npu pernctpauum B coy. cemsax (Pencbyk, BKoOHTaKTe,
TButTep, NHcTarpamm u ap),

npu  peructpaumm B mecceHOnepax  (Ckamn,
Tenerpamm, Banbep n1.4.),

npu  perncTtpaumm  anekmpoHHou noymel  [yrn
gmail.com nan Anpekxc,

Npu perucTpaumm Ha 2ocycayeax
Npu perucTpaumm Ha Kakmx-1mbo camTax.



YTO 3HAUYUT CO34aTb aKKAYHT?

* 3HAYUT HYKHO 3apeructpuposartbca. [locne
perucrtpauumn y Bac byaget NOrmH U nNaponb K
CBOEN YYETHOM 3anucu (npodunto).
JJorMH MoOXeT ©OblTb  Ha BCex cauTax
OAMHAKOBbIK, Q@ BOT MNaApO/b CTapauTech
MCNONb30BaTb pPa3HbIN. ITO MO3BO/IUT BaM
3aLMTUTBCA OT 3/10YMbILLJIEHHUKOB.



[Taponb XXX

* [Maponb — 3TO ocHOBa 6e30nacHOCTW.

 [InA KaXgoro pecypca Ao0/KeH ObiTb CBOU
naponb. Henb3s wucnonb3oBaTb MNPOCTblE
naposn UamM oguHaKoBble ANA BCEX pecypcax,
noyTa, columanbHblie ceTn, Gopymbl U Ap..

* He wncnonb3ymte B nNaposie CBOE WUMA UM
MMEeHa  CBOMX  POACTBEHHWKOB,  KJIMYKM
NOMALWIHMX JKMUBOTHbIX, HOMep TenedoHa,
agpec Unn aaty poXaeHUs



HaneXHblX Napob

[lo coBeTy cneunasnCcToB Naposab  AOMXKEH
COCTOATb HE MeHee 4YeM U3 BOCbMWU CUMBOJIOB,

BK/ItoYaoLime B ceba 6yKBbl B pa3HOM PErucTpe,
unMPpbl U crneumanbHble CUMBOJIbl B XaOTUYHOM

nopagke nnm

f\\ HageXHbIV Naposib nopAagke
-QL MOHATHOM TOJ1bKO
o No/Ib30BaTENIO.

THis#5pass54

onlinepasswordgenerator.ru



Mcnonb3oBaHMe MOBUABHOTO
TenedoHa A/1A NOBbILWEHUA
6e30nacHOCTU

e B O0ONbWMHCTBE KPYMHbIX WHTEPHET-CEPBUCAX €ECTb
NOMNOJIHUTE/IbHbIE MepPbl 3allMTbl, OAHA M3 KOTOPbIX
NPUBA3Ka BalLlero akKKayHTa K HOMepy MOOUAbHOrO
TenepoHa, KOTopaA Ha AaHHbIK MOMEHT CYMUTAETCH
CaMOWM HaAEeXHOMN N3 UMEKOLLUNXCA.

* B OCHOBHOM 3TOM (QPYHKLMEN MNONb3YIOTCA B OHAAWNH
OaHKMHIEe W 3NEKTPOHHbIX KOLUEe/IbKax, MOTOMY YTO,
Aaxke ecny BalWMM JIOTMHOM W Maponem 3aBiagenu
3/10YMbILLIEHHUKM nepexBaTUTb CMC, 4yTOObI
COBEPLNTb HYXKHYIO MM TPAH3aKUUO UAN OeNCTBUE
byneTt caenatb TEXHUYECKME CNOXKHO.



A\ 0CcTOPOXHO!
MOLUEHHU4ECTBO

B UHTEPHET




KaK Bac B3/1lomMaTb?

* Yrapgatb naponb (ecnm oH NpocTon)

e OnwmnHr (obmaHom 3aBeCcT Ha NOAAE/IbHYIO
CTpaHuLy)

* YCTaHOBUTb BUPYC Ha Ball KOMMNbIOTEP



3a4yem BacC B3/1aMbiBaTb?

e CeMyac B OCHOBHOM B3/1aMbliBalOT ANA
MOLWUeHHMYecTBa M MaxumHaum. O6blYHO
NenatoT TaK: B3/1aMbIBAlOT CTPaHMULY, AMLWYT
BCEM APY3bsIM C NPOCbOON OA0NKUTL AEHbIN

Ha Mmob6. Homep, NOYYaloT AEHbIU U BbIXOAAT
CO CTPaHMLUbI.

* A MOoryT u nHbopmauuto paccnpawmsaTtb ANA
B3/10Ma BalUMX ApPY3EWN.



[Toyemy 310 paboTaer?

MpeactaBbTe 4YTO Yy BaC B3/IOMannM CTPaHUYKY B
COUMANIbHON CETUM WU OT Ballero MMEHWU paccblnanm
cooblweHnsa AapysbaAm U POACTBEHHMKAM C nNpocbboun
o40KUTb AeHer (nycTb aaxe 50 pybneit).

JlaneKo He BCe Anwoawm,
NOHUMAIOT B Yem aeno. Beab
HaBepHAKa ecTb noamn,
KOTOpble He  OTKa)XyT U
nepevYncnaT AeHbru, gaxe He

A404yMaBLLNCb NMO3BOHWUTb
BaM.




[TpM3HAKM ONACHbIX CAUTOB

r’i‘m HezawHuéHHoe coeaMHEHHE x
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Balle coeanHeHue He 3aluLleHo

Bnapeney, sfvstu.ru HenpaBuneHo HacTpown cBoi Beb-canT. YTobbl 3aWMTUTL Bawy WHGOpMaUWID oT

kpaxu, Firefox He coeguHunca c 3Tum Beb-calTom.

Nogpobhee...

OTnpaeka cooblweHnid o nogobHex owmbkax nomoxeT Mozila obHapyuTe v 3abnokvpoBaTh

BpeOOoHOCHBIE CaulThl

JononHWUTenBHO

.




[TpM3HAKM ONACHbIX CAUTOB

=101 x|

|4, Cait moweT BbITh onaceH x

% = G @ ‘CD & https://yandex.ru/safety/?url=book-tarrent.ru/ e O T:f‘ in @O N h =
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CanTt book-torrent.ru moxet ObITb ONaceH

Mo paHHbIM AHOQEKCA, K HEKOTOPBIM Gainam U NporpaMmam, KoTOpbIe NPeanaralnTca Ha canTe, nobasneHo gononHuTeneHoe MO, Mpw nx
3anyCKe Ha Balll KOMMLKTED MOMYT BbiTh YCTAHOBNEHBI AONONHUTENBHBIE NPOrPaMMbl — Kak Be30nacHbIe, Tak U COMHUTENBHBIE, KOTOPLIE
CNoCoOHbI HAHECTU BPEL BaLLEMY KOMMNBKTEDY, HARYLWMTEL paboTy Apyroro nporpaMmMHoro obecnedyeHms unm Bes cnpocy M3MeHMUTh MX
HACTPOHKMW.

MHe BCe paBHO, NEPerTH Ha CanT

> MoppobHee Npo 3arpy3Ky Gannos C 3Toro canTa

» 3TO MOW CalT. YTO MHe genarte?

» Kak obecneuynts Be30NacHOCTb




[TpM3HAKM ONACHbIX CAUTOB

[E 37oT caitT moweT conepate He X

n@o § &S 6

@ MHeeTca MHBOPMALIMA, YTO STOT CANT COAEPMMT HEMENSTENEHEIE MPOrpaMME! b4

Q 3TOT CalT MOXET COAEPKATb HEXENATENbHbIE
MporpamMmbil

Firefox 3abnokupoBan 3Ty CTpaHWLly, NOTOMY YT0 OH3 MOKET MONLITAThLCA 00MaHOM 38CTABHUTE BaC YCTaHOBHTh

nporpaMMel, KoTopbie byayT MewaTb Baweit pabote B bpaysepe (Hanpumep, MEHATL CTapTOBYID CTPaHULY WK
MOKa3LIBaTh AOTONHWTENBHYH) PEKNaMy Ha CalTax).

BepHyTbca Hasag ¥3HaTb nogpobHee




XoTenun ckadyaTb oaAnH ¢aunn, a

CKaymBaeTca Apyromn?

= |D| X
3arpyska daitna X E =
&« -5 C o ‘ (@ loading.book-torrent.ru/#/wp-content/uploads/2015/12/1 e O W ‘ N 0 N B =
OTkpeITHE «13-zhurnal-interier-dizain-0210.exe X|
Bel cobMpasTecs 0TKPEITE:
[=" 13-zhurnal-interier-dizain-0210.exe
AENADWMKACA: Binary File (2,2 ME)
us http: ffyfiles7.ru
Bl XOTWMTE COXPAHWMTE STOT daiin?
CKaanb d CoxpaHuTe dalin OTMEHE

Bala cchinka Ha 3arpy3sky ¢aina 13-zhurnal-interier-dizain-02.70.torrent:

4 CKQ}_;IETb

Ckayatb




POULIUHT

JadmKcupoBaHa NoNbITKA
e3anoMa Bawero akkayHTa
BKonTakre

Baw akkayHT ObIN BpeMeHHD 330N0KKpOEaH.

h — Ana npepoTepaweHta B3noma MNMogpodHes...
http://vka.com
T —

B KOHTAKTe Pazonokupoeare

O

Tenedon wnn email

Mapons

...



Kak onpenenurb,
YTO BaMm MpULLIO
¢hpmwmHrosoe NMCbMo
unu coobuieHue?

Z

3amaH4uBOE NpeanoXeHue

oT cepBuca. PesynbraTthl norepeun
WNKU PO3bIrpbilla, B KOTOPbIX

Bbl HE Y4acTBOBa M.

h

MucbMo € yrpo3oit 6N1OKUPOBKU
YYEeTHOW 3anucu.

|

MpeanoxeHue 3annaTuTs AeHbrK,
4YTOGbl BOCCTAHOBUTbL AOCTYN
K cepBucy.

Kak onpegenurb,
Y4YTO Bbl Nonanu
Ha nogaenbHbIA CanT?

B

Ccbinka Ha CailT B agpecHoi
CTPOKEe OT/IN4aeTcs oT
OpUruHanbLHOro agpeca cepsuca
(npumep: maill.ru, faceboOk.com)

o

Orcyrcreue 6e3onacHoro
HTTPS-coeauHeHus.

Ero MOXHO NpoBepUTL NO HaNU4uUo
3aMou4Ka B aipeCHOW CTPOKe.

N

W3meHeHHbIA norortun,
UCNoNb30BaHUe Apyrux
thMpMEHHbIX LIBETOB.



KomnbloTepPHbIN BUPYC

3TO cneumasbHO HaMNMCaHHaA MnpPoOrpamma
nnn cbopka anropuMTMoB KOTOpble MULIYTCA C
LUenblo: MowyTUTb, HaBpeaUTb UYbemy AMbo
KOMMblOTEPY, MOJIyYEeHUe AO0CTyna K Balemy

KOMMbIOTEPY, AONA nepexBaTa Naponen unu
BbIMOraHMA AeHer. ! '




Pe3ynbTaT 3aparkeHus

B Windows 3a6aox1poBaH

Windows 3abnokupoBaH

onnarbl BUNanH HOMUHaNom 500 py6Gnen U Bbicnarb
HOMep KapTbl ¢ MTUHKOOOM CMCKOW NO HOMepy

8953-884-2943
BBecTu Koa, Nosiy4YeHHbIA B oTBeTHOW CMC:

NONbITES NEPEYCTAHOEMTE CUCTEMY MOXET NPUEECTH K NOTEPE AKTUBALUS
BaXKHOW MHD OpMaUMK 1 Hapyw eHuo paboTbl KOMbIOTERS




Pe3ynbTaT 3aparkeHus

B AxTvsayma Windows =10] x|

BHUMAHWE
BALWl WINDOWS 3ABSIOKNPOBAH

B ceasu cMHOrouYUcneHHseiMU nupatckumu konuamu O0S  "“WINDOWS'
koMnaHua  “Microsoft” c1.07.2009 roansHadana oTNoB NoNb30BaTENERA
C HENULEH3UOHHBIM NPOrPaMMHEIM 0BECNeYeHUeM,

Monezoearenu, noaknwdeHHsle Kk cety "InterNET", Snokupylorca npu
BbLIRBNEHUU HBKTA YCTAHOBKM nupaTckoro MNO.

Bel mMoxeTte axTueupoBate Bawy esepcuw Windows XP no SMS
nocne Jero, Bu crMoxeTe pasoTaTe B NpexXHeM pexuMe 63 OrpaHuYeHmui
Mocne akTusaumu, Baw Windows nonyuuT cratyc nuuenauonHoro MNo.
Ins akTusaumu otnpaesTe SMS c Tekcrom *bb02123412" Ha oauH w3
KOPOTKMUX HOMEPOB

|Poccna Ha Homep 5537 _v_l
CroumocTte SMS e npeswiwaeT 160 pysnei

Beenute 25 3HaYHHEA KO NPOAYKTa

I




Pe3ynbTaT 3aparkeHus

READMEL.txt README?7.txt READMES.txt README10.txt

READMEZ.txt READMES.txt README4.txt

READMES.txt READMES,txt

READMES.txt README10.txt READMESG.txt

g = E

README4.txt 02Gn89Rz-C... README?.Etxt

READMES.txt README1.txt READMES.txt

BE B B v

READMEG.txt READMEZ.txt READMES.txt KopsuHa

B-ui[=E 18:25



Pe3ynbTaT 3aparkeHus

/
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Indows ! ‘ ?Be::rlerr:aponb
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Monyuute naponb, otnpasue SMS Ha
Homep 2097 ¢ Tekctom: dam 405984
(CtoumocTb, He npeebiwaeT 50 py6.)

Mocne BX0A3 B CUCTEMY MOXHO A00aBnaTL Unu
BeikniounTs KOMMbIOTEP M3MEHSATL YYETHbIe 3arucu.
[ns 3TOro B NaHeNu ynpasBaeHusi HyXKHO BuibpaTh
"YyeTHble 3anucu NonL30BaTenei”.




OTKyAa MOryT NOABUTCA BUPYCbI?

* [locne noceweHna COMHUTE/IbHbIX CAUTOB
(Hanpumep OHNANH Ka3nHO)

* [locne ckaymMBaHUA NPOrpamMmmbl
COMHUTENbHOIO NPOUCXOXKAEHUNA

* [locne nony4yeHMA BUPyCa NO noyre §




CoOMHUTeNnbHble CanTbl

* ObblYHbIE CanTbl beperyT CBOO penyTauuto 1
NO3TOMY He PacrnpoCTPaHAKT BUPYCbI U Cram.

%)

A nonyneranbHble CanTbl, MOryt cebe Takoe
NO3BO/INTb, T.K. MAJIOBEPOATHO, 4YTO Bbl
3aXOTUTE PACCKa3aTb OKPYXKaOWMM Ha KaKOM
CanTe Bac 0bmaHynu.




X

Peks1ama COMHUTeNbHbIX Ca l\/'IT,OAgJ

&) sepkano rutor.info :: CeoboaHsi X

() U super-tor.net e 9 ﬁ‘ ¥ N @O N &

)
o
1

HoBocTn Tpekepa

oBoacTea, CekpeThl @m
™ [lyTeeoanTens

J O
\ WCKdTb N0 HAaZBaHWUH

.

PECHCTPALMAD

\

lNMopapok Cnotbi ans Bcex! [lepxu nogapok 10$ Mopapok

PErucTpupyica 1 nonydain Haiau To 4TO XOYelb Ans Pazaaya nogapKos PErucTpupymca 1 nomy4ai
35008 ceba! nNpoaoKaeTcs 10$ 3a perucTpauumio! 7

BoccTaHoBUTBL AOCTYN K OpUrMHanbHOMY rutor.org v ApyruM
3abnokunposaHHbIM cantam! RUTOR.ORG ckopo byaet 3abnoknposaH B
Poccuu, yutante nHdopMaums no 6nokMpoBkaM

MokazaTb HoBbIE pazfayun, pasgeneExHHbIE Mo KaTerOpMﬂM!

JTrobonbITCTBO
TYT He ToBapuul!!!




Kak 6opoTbca ¢ Bupycamm?




AHTUBUPYCHAA NPOrpamma

310 crneunanbHan nporpamma,
npeaHa3sHavyeHHaa ana 6opbbbl € PaA3NUYHBIMMU
BUPYCAMWU U  BPEOOHOCHbIMW  MNPOrpammamum,.
AHTUBMPYC pPEKOMeHAyeTCa YCTAaHAB/AMBATb Ha
NtoboMN KOMNbIOTEP, KeNaTe/ibHO — A0 NepBOro
BbIxoAa B MIHTepHeT.

‘. AVG. (AspER§KY:

U McAfee
avast! '



RaK NnpoBepuTb Ha BUPYCHI

OTKpBITE =

C OTKPHTE
C .sh
K&HMPOEATE run K.oMaHAHaA CTpoKa
OTKPEITE C NOMOLLEHD, . .
MpoBoAHWK
OTNpaEuTE "
MpocMoTp CoOASpHHMMOro
BoipesaTh HaliTi
KonHpoBaTE
ABTO3anycK

Co30aTe ApNBIK
¥aaniTe % POEEpUTE Ha BUPYCLI
MNepedMEHOESTE

Qb gocTyn M besonacHoCT. ..

CBOWMCTEA




HanaeH smnpyc

Kaspersky
Virus Removal Tool

Tpesora

Kaspersky Virus Removal Tool o6Hapyxun
EPEAOHOCHOR NPOorpaMMHoe o6ecneyeHune,

Vs

O6bexT:
D:\Install\hack\shell\r57shell.zip/r57shell.php

TposHcKaa nporpamma:
Backdoor.PHP.Rst.a

=@ JleueHue HEeBOZMOMKHO

=» Ynanutb (pekomenayerca)
OBbeKkT ByaeT yaaneH

=2 Mponycrurb

He npeanpuHUMaTh HUK3KWUX ANCTBMI

M Npumenurts ko Bcem obbexTam

ESET NOD32 Antivirus 4

i

CNWCOK HW#E COOepsMT CBEAEHWA 0f yrposax, KoTopsle Geinu
00HapY*eHsl B0 BpEMA CKAHMPOBAHWA KOMMEITEPE W KOTOPLIE HE MOMYT
ObITE ¥AaneHsl aETOMaTHYECKW. BalBiepuTe HeobxoouMoe NeACTEME,
KOTOpOe CnegyeT BuNONHWTE C YKa2aHHLIMK dainamu. MoxkHo BuOpaTe
HEeCKONEKD ainoe 0OHOBPEMEHHD, 3 33TeM EelOpaTe AeNCTEHE C
MNOMOLWER KOHTEKCTHOMD MeHio. JononNHUTeNEHYD MHBopMaLmMe of
YOANEeHWH YIPos CM. 30eCk.

[MpegynpexaeHue
OBHapyxeHo yrpos

HauMmeHoBaHWe OelcT. ..

CDISTR\Gozillaoo39 2. exe

¥rpoza

MHOMECTEEHHEL.. HWuer..,|W

| BeINOAHWTE




BPEAOHOCHAA INPOTPAMMA BJTOKUPOBAH(-A)

avast! Jxpan danoson cucrtembl 610KMpOBan yrposy. r
JononHutenbHble A€RCTBNA He TpebyoTca. MNpoBoauTCA NpoBEPKa CUCTEMB )
ObvexT: C:\Users\Hukonait\Desktop\keygen.exe Ha Bawen xomnioTepe 6bin obHapyxet Bupyc wm
2 4 : BpeaoHOHan NporpamMmMal
3apaxeHune: Win32:Trojan-gen
Jelictene: MNepemeleHo B KapaHTUH
Mpouecc: C:\Windows\explorer.exe
IMpw cosgarnm nnu usmenersnn daina sbissneHa n BnokuposaHa yrposa. g Cnpaeka
BHUMAHWE!
© lMomeTuTe pain Kak "NnoxHyr Tpesory” B Baweit cucTeme obHapyxeHo akTuBHOE BpeaoHocHoe MO,
— OB6Hapyxerua
ObbekT OBHapyxeHue QDeicTene
&3 Dr.Web Curelt! e ) — S
comparevers.exe R/Drop. A .10 MoMecTUTb B KapaHTuH
MNpoeepka zaeepluena i COMparevers.exe TR/Drop.Aq E.10  TOMeCcTUTb B KapaHTWH
_ 4 DrWeb Curelt! oBHapyxmn yrpozsl,
i Pexomengyem Bam HemeqeHHo obesspeguTe oBHapy#erHble yrposel DrWeb Curelt!
NPUMEHNT AeACTEWA COrNacHo H-B'_'Tr:Cl-II".-EI'.I.
¥rpos obHapyxeHo: 2
¥rpos oBesspexena: 0
Bpema nposepru: 00:50:45 OﬁESBpEAHTb
OTKDHTE OTHET Co3aaTb TOYKY BOCCTAHOBNEHWA CUCTEMbI Nepea Viid
BOCCTaHOBNEHMEN e
MpumeHUTL ] [ OTMeHa
¥ | Obwext Yrpoza JedcTEne MyTe
5Gbhlky3zdnp.exe  Trojan.Zadved107 Beuneunte » .ASGbhlky3zdnp.exe
UTRGOMIrQLKL.exe Trojan.loadMoney634  Beineuwte *  GAUTRGOMIrQLEKL ex




[TpoBepKa Ha BUPYCbl OHNANH

) - 0] x|
ﬂ VirusTotal — BecnnaTHeld oHnai-
5
&~ = @ @ | (0 W & https:/www.virustotal.com/ru/ .es ﬁ| + IO N & b =
L
# CoobwecTeo Cratnctuka Hokymentauma Bonpocel v oTEETHI O Hac = Pryockni Berynute B coofwecteo Bxopg =

) total

VirusTotal — BecnnaTHaa cnyxba, ocyWecTENAKLLAA aHanus Nnoao3puTenbHbIX
dainos u ceceinok (URL) Ha npeameT BLIABNEHWA BUPYCORB, YEpPBEN, TPOAHOB U
BCEBO3MOMHbIX BPEAOHOCHLIX MPOrpamm.

3 daiin @ URL-agpec Q, Mowck

@ain He Bhifipatx BriGepuTe thaan

Maximum file size: 128MB

Haxaman kHonky «[TpoBepuThs, BBl NPUHUMAETe YCNOBKA oBChyXUBaHWA, a TalckKe
paapewwaete komnadun VirusTotal npegoctasute faHHbli aiin coobuecTey beaonacHoCTH.
InA nonyyeHnA nogpobHocTel cM. NONWTUKY KOH(MAEHUMANEHOCTH.

MpoeepuTh!




Bupycos HeT

_iof x|

p Antivirus scan for e7773cbed9azc X

-
&~ = G @ |(D W & https://www.virustotal.com/ru/file/e7773ch6d0a ses 'ﬂr| + In@D NS a =
\,\__d/
# CoobwecTeo Cratnctika Hokymentauma Bonpockl v 0TBETHI O Hac ™ Pyccrmid Berynute B coobwecteo Bxog,
SHAZ256: el 773cb6d9a3dadbeede1f19c92b055149fb7400e21312451322f520dee6f708
MmA daiina: quine.exe

@)
o

Mokasatens .r 0

BEIABNEHWA:

Nara aHanuaa: 2018-08-26 15:23:30 UTC (3 muHyT Hazan)

= Ananna @, CeegeHuA o daiine © JononHWTENBHBIE CBEOEHWA ® KommMeHTapum o L) MonocoBaHue i MNoeepexnne

AuTHEMpYC Pezynkrar [ara obHoENEHHA
Ad-Aware o 20180626
AegisLab o 20180826

AhnLab-V3 o 20180826 |




Bupyc ectsb.

p3 Antivirus scan for ea?c34aa2?fd . X —
Ii(_—:l = G @ | (@ W & hitps://wwnw.virustotal.com/ru/file/ea7c34aa2 7 ses ﬂ‘| + o & ba =
& CoobwecTeo Cratnctuea DokymenTauma Bonpockl w oTBETHI O Hac I Pyccrmi Berynute B coofwecTeo Bxopg =
—
> total ]
SHAZ256: earcidaa2Tid1cffllc3cled 1dc3fe6Bd17630e4f7ebb329175aca1960804213
MmA daiina: 15-milliarder.exe

@
o

[Mokasarens .»r 0

BhIABMNEHWA:

Hata aHanuaa: 2018-08-26 15:33:42 UTC {0 munyT Hazan)

= Ananna @ CeegeHun o daiine € [lononHWTeNEHLIE CBEMEHWA & FommeHTapum L) onocoBaHne

AHTHEMpYC Pezynkrat [aTa obHOENEHHA
Antiy-AVL GrayWareWWin32 Puwaders 20180826
Awvira (no cloud) ADWARE/Adware. Gen7 20180826

CrowdStrike Falcon (ML) malicious_confidence_100% (D) 20180723 |




KaK elwle noTepATb AeHblrn B
MHTepHeTe?

* [lnaTHblEe noANNCKHU

* [logaenbHble MHTEPHET MarasuHbl




[lnaTHble NoANUCKH

BolTH Ha canT

‘:,:(_.:‘ = G ‘@ propodpiski.ru/api/v1/tmpurl/BAAAAT e 9 ﬁ’ i e N T =

Haxatuem Ha gHonky "danee" Bu noaTespassTe CEOS COMMNAacHe C noakmoueren nognucku topmOb.com u Yonosuamn NpEaOCTSENSHUA
nognucku. 35.0 pyS. c yuetom HOC 28 1 aexs. ONNaTs NpOMSECAWTCR C KOHTEHTHOTO cueTa. Yonyra npeaocrasnseTch KosTesT-npoeaiaspon OO0
UudchopmnapTHep.

18+

CanT ycrneLwHo 3arpy>eH!

lMpocro HaxmuTe kHonKy fanee, yToBbl BOWTKU Ha CanT

lanee )

OTMEHA

rcbopmauns ana aboHexTos - Ten. 8 800 500-25-42 (GecnnaTHo & gomawHen perioke) | Npasuns noanucky noctaswiks yenyr | JwuHsin kabuHeT

*OHM NOoABNAKOTCA BHe3anHo. 1A nx akTMBaUMKM AOCTaTOMHO OAHOrO CAYYaMHOro KAWKa no
3KpaHy, Noc/sie Yero Ball CYET exkegHEBHO OyaAyT NOTPOLLINTL HA SHHYIO CYMMY.
*EANMHCTBEHHbLIN HaAExHbIM cnocob ybepeubcA OT MNNATHbIX MOAMUCOK — 3TO €O34aTb
NOMNONHUTENbHbIN (KOHTEHTHbIN) cYET (P3 O cBA3uM oT 23 utona 2013 r. Ne 229)




[loaBegem UTOru

Cosem 1. C comHeHUem socrnpuHumaiime
1106y nNony4yeHHyro UHgopmayuto.

* [lpexge 4Yem pearnposaTtb, 3agymamnTecb
noxoxe AuM 370 Ha npasay. CraBbTe nop
COMHEHMEe Aarxke coobLLEHMA B COLMANbHbIX

ceTAdx, KOTOpblE Bbl

noayumnmn ot apysen. Ux
aKKayHT MOrnn B3NOMaTb.




[loaBegem UTOru
Cosem 2. He sepbme obew,aHuUsmM o2pomHol
8b61200bl!

* 3TO KacaeTcA npeanoXeHumm 3apabotaTb
MWAJIMOHbI, OTAAB Napy TbicA4Y pybnen u

CEeHCAUMOHHbIX  CKMAOK! Ecau KTO-TO

npuayman paboTatouyto cxemy 601bLIOro
3apaboTKa npu
MMUHUMaA/IbHbIX
B/IO}KEHMUAX, 3a4yem

emy [Oenutbca et C
BAMMU?




[loaBegem UTOru

Cosem 3. bepecume nu4yHble 0aHHsle!

He cTtonT 6e3 peanbHOM Hy»KAbl pasrnawaTb
NNYHble pAdaHHble. EcAM Ha COMHUTENbHbIX
pecypcax Bac NpocAT BBECTU AaHHble, He

cornawauntecb! OnbITHbIE
MOLLUEHHUKMH naxe
MUHUMYM  MHPOPMALUU
MOryT  npeBpaTUTb B
COOCTBEHHYIO BbIro4y.

| NEPCOHATH



[loaBegem UTOru

Cosem 4. He peazupylime Ha coobwieHus u
380HKU € He3HaKombIX Homepoes!

Echn Bbl nonyunnm coobuweHne ¢
npocbbon oTnpaBuUTb AEHbLIU, MEPEUTH
no CCbl/IKe, nepe3BOHUTL. He
pearnpynte! [axe ecnn coobueHune
MHTPUTyeT, nyraet wmam secenunt! 3710
obmaH! MolWweHHUKN BbI3bIBAOT Y BacC
CU/IbHble 3MOUMM ANA TOro, YTobbl
6blnO0 nerye BbIMAaHUTb BOXKAE/NEHHbIE
NEeHbrn




[loaBegem UTOru

Cosem 5. byobme 60umensvHsi!

* BpAag nm KTo-HNMbYAb CMOXKET NepevyncinTb BCe
cnocobbl, Kak 0OOMaHbIBalOT B WHTepHeTe!
ToNbKO BHMMATENBHOCTb U HEAOBEPUE K TEM,
KTO npocuT, yoexaaeT U npeanaraer, CMOXeT
no-Hactoawemy ybepeyb oT MOLLEHHUKOB!




[MpoBepbTe Ha BMpYCbl pann filel.dll c
nomolLlbto camTa virustotal.com



Hanaute ueHy aHTUBUpPYCa
[oktop Beb Ha 1 ropn,



KaK y3HaTb onepaTtopa U pernoH no
HOoMmepy MmobunbHOro TenedoHa

http://phoneradar.ru/

« Cepeuc PhoneRadar™ nomoxer «" Ecnun Bam HepGxoamMmo + YacTo nonyyaeTe 3BDHKKU C
Bam BECIMNNATHO y3HaTh B Kakom ND3BOHWThL N0 HEM3BECTHOMY HE3HAKOMBIX HOMEpPDB?

ropoge Wan HeCeNeHHOM NyHKTe HOMepy, NpeaBapUTenbHO Y3HanTe, KTO M OTKyAa 3B0HMT Bam,
33aperucTpUpoBaH HoMep TenetoHa NnpoBepLTE Ero Yepes Hall CepBuUC. W OTK/IOHAWTE HEHY>XXHbIE 3BOHKW
dBOHEeHTA, d@ TAKKEe NOCMOTPETh OrpaguTe Ccefn 0T A0POrux 6e3 cTpaxa NOTEPATh HYXHbIA
WMHIDOpMAaLMIO Ha KapTe. MEXOYropoaHuxX 380HKOB! 3BOHOK

[lpoBepuTb HOMep TenedoHa

Bkl MOXETE NPODEEPMTE NHOGOM HOMED 23pEMMCTPMPOEaHHLIF B Poccvidckoi Degepaumn,
KaKk MOBMNEHBIX ONEpaTOpPOE, TAK M ONEPaTOPOE CTAaUMOHaPHON CEA3M, 8 TAICKE EMPTYanbHEIX ONepaTopoE.
BEEOWTE HOMEpP TENE(OHA, KOTOPEIA HAAO NPOEEPUTE:

Haiitu abouenTa O

8-900-000-00-00




AHAEeKc RapTbl

Hanaute Kapty MumnxamnnoBku

[MocTponTe maplpyT OT /O BOK3ana A0
aBTOBOK3a/a AnA newexona

Y3HanTe AJIMHY 3TOr0 MapLLpyTa

[TocmoTpUTe KaK BbIAAUT 3TOT YYaCTOK CO
CMYTHMKA
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AHAEeKc RapTbl

Hanaute Kapty Bonarorpaga

[MocTponTe maplpyT OT /O BOK3ana A0
MamaeBa KypraHa

CKO/IbKO BpeMeHU NpMmMepHOo 3ameT gopora

[TocmoTpuTe Kakon 0b6LLLECTBEHHbIN TPAHCMOPT
MOXHO MCNONb30BaTb, YTOObI A4OOpPaATHLCA
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MapuwpyT
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Hanth Ha cante pc0123.ru KaK
NPAaBUABbHO BbIKJOYUTb KOMMbIOTEP



