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1. O0uue mos10:xkeHUs

Hacrosimas [Tonmutuka nndopmannonHoii 6e3omacHocTH (nanee — [lonmutuka) B CeOpsiKOBCKOM
¢bunmane deaeparbHOr0 TOCYIapCTBEHHOTO OOPKETHOTO 00pa30BaTEIBHOTO YUPEXKICHUS BBICIIETO
oOpazoBanus «Bonrorpaackuili TocyJapCcTBEHHBINM TEXHUYECKHM YHUBEPCHUTET» ([ajiee MO TEeKCTY —
C® BoarI'TVY), siBisercst opHIMAIbHBIM JOKYMEHTOM, pa3pab0TaHHBIM B COOTBETCTBHH C LIEJISIMH,
3ajladyaMd M TPUHLIUANAMU oOecrieyeHus] 0e30MacHOCTU IMEPCOHANbHBIX JAHHBIX, H3JI0XKCHHBIMU B
[Tonoxxennu 06 06padoTKe U 3amuTe nepcoHabHbIX HaHHBIX CD Boar['TV.

Lenpro Hacrosuieir ITonuTuku, sBiseTcs obOecrneueHne 0e30maCHOCTH O0BEKTOB 3amuThl CO
Boar['TV ot Bcex BUAOB yrpo3, BHEIIHMX W BHYTPEHHHMX, YMBIIIJICHHBIX U HENPEIHAMEPEHHBIX,
MUHHMH3aLUs yniepbda OT BO3MOXKHOW pealu3aluy yrpo3 0e30HMacHOCTH MEPCOHAIBHBIM JITAHHBIM
(manee o texkcty — YBIIIn) C® BoarI'TV.

bezonacHocTh NIEPCOHAIIbHBIX JTAHHBIX JIOCTUTAETCS yTeM HCKIIFOUECHUS
HECAaHKIIMOHUPOBAHHOI'O WJIA CIIY4alHOI'O J0CTYyNa K NEPCOHAIbHBIM JaHHBIM, PE3YJIbTATOM KOTOPOTO
MOXKET CTaTh YHHMYTOXEHHE, U3MEHEHHue, ONOKHMpOBaHWE, KONMUPOBAHUE, PACIpPOCTPAHEHUE
MEPCOHAJIbHBIX TAHHBIX, & TAK)KE UHBIX HECAHKLIUOHUPOBAHHBIX JCHCTBU.

Wudopmanus u cBA3aHHBIE C HEW PECypChl MOJDKHBI OBITH JOCTYITHBI JJISi aBTOPHU30BAHHBIX
noJib30Baresei. JJoImKHO OCyIIecTBISAThCS CBOEBPEMEHHOE OOHapykeHue u pearupoanue Ha Y BIT/(H.

JIOJKHO OCYIIECTBIATHCS MIPENOTBPALLEHUE PEIHAMEPEHHBIX WM CIyYalHBIX, YACTUYHBIX WU
MIOJTHBIX HECAHKIIMOHMPOBAHHBIX MOAM(DUKALINI MM YHHUTOXKCHUS JAHHBIX.

CoctaB 00BEKTOB 3alIMTHl ompenensarcs AokyMeHToM «llepedeHb NepCOHANBHBIX JaHHBIX
obpabateiBaembix B CO Boarl'TY», yTBepk1aeMbIM TupekTopoM (unuana.

Cocras MCII/In nmomnexamux 3amure omnpenensarcss aokymeHToM «llepeuens UCII[IH CO
BonrI'TY», yrBepk1aeMbIM TUPEKTOPOM (puinana.

2. Onpenenennst

B HacrosmeM qOKyMEHTE UCIIONIB3YIOTCS CIEAYIOIINE TEPMUHBI U UX ONPEIEICHUS.

ABTOMATH3HPOBAHHAS CHCTEMA — CHCTEMA, COCTOAIIAs U3 MEPCOHANIA U KOMILJIEKCA CPEJICTB
aBTOMAaTHU3allMM €ro JEsTEeIbHOCTH, pealu3yronas HH()OPMALMOHHYIO TEXHOJOTHIO BBITOJIHEHUS
YCTAHOBJICHHBIX (PYHKIIH.

AyreHTHGUKANUS OTNPABUTENS [JAHHBIX — TOATBEPXKICHHE TOrO, YTO OTIPaBUTEINb
IIOJIyYE€HHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

Be3onacHoCTh NePCOHANIBHBIX JAHHBIX — COCTOSHUE 3alIUIIIEHHOCTH IEPCOHAIBHBIX IaHHBIX,
XapaKTEepPU3yeMoe CIHOCOOHOCTBIO TMOJb30BaTeNel, TEXHUYECKUX CPEICTB U HH(POPMALUOHHBIX
TEXHOJIOTHHA 00ecneynTh KOH(PHUICHINAIBHOCTD, IEJOCTHOCTh U JJOCTYMTHOCTh NEPCOHATIBHBIX JAaHHBIX
pu ux 00paboTke B MHPOPMALIMOHHBIX CUCTEMaX MEPCOHATbHBIX JIAHHBIX.

Buomerpnueckne mnepcoHalbHble [JaHHbIE — CBEACHUS, KOTOpPbIE XapaKTepU3YIOT
¢buznonoruueckue 0COOEHHOCTH YelIOBEKa U Ha OCHOBE KOTOPBIX MOXXKHO YCTaHOBHUTH €r0 JINYHOCTb,
BKIItouUas (oTtorpaduu, oTIevyaTku MajbleB, 00pa3 ceTyaTKu ria3a, 0COOEHHOCTH CTPOEHHS Tela U
JPYTYIo I0100HYI0 HHGOPMAITHIO.

BiiokupoBaHMe TEPCOHAJBHBIX [JAaHHBIX — BPEMEHHOE TMpeKpalieHne o00padoTKu
NEPCOHATBHBIX JIAHHBIX (32 HMCKIIOYEHUEM CIlyyaeB, eciau o0paboTka HeoO0XoaAuMa Ui YTOYHEHUS
NIEPCOHANIBHBIX JAHHBIX).

Bupyc (KoMNbHOTEpHBbIH, NPOrPaMMHBIM) — HCIOJHSAEMBIA NPOrPaMMHBIA KOJ WU
UHTEpPIPETUpPYEMbId  HAaOOp MHCTPYKUMH, oOONajaromuii CBOMCTBAMU  HECAHKIMOHHPOBAHHOTO
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pacrpocTpaHeHus: U camoBocipon3BeaeHus. Co3gaHHble AyOJIMKATHl KOMITBIOTEPHOTO BHpyca HE
BCErJa COBMAJAIOT C OPUTMHAIOM, HO COXPAHAIOT CIIOCOOHOCTh K JallbHEHIIEMY PacIpOCTPAHEHHUIO U
CaMOBOCIIPOM3BEACHHUIO.

Bpenonocnas mporpammMa — 1mporpamma, IpeAHA3sHauY€HHas [UId  OCYILIECTBJICHHSA
HECAaHKLIMOHUPOBAHHOIO J0CTyNa M (WIKM) BO3IEHCTBHUSA Ha IEPCOHAIbHBIE JIAHHBIE WU PECYPChI
MH(POPMALMOHHON CUCTEMBbI IEPCOHATBHBIX JTaHHBIX.

Bcenomorare/ibHbIe TeXHHYECKHE CPeACTBA M CHCTeMbl— TEXHUYECKHE CPEJICTBA U CHCTEMBI,
HE TMpeJHa3HAueHHbIC IS [epeAadyd, oOpaOOTKM M XpaHEHWs I[ePCOHAIbHBIX  JIaHHBIX,
YCTaHABJIMBAaEMbIE€ COBMECTHO C TEXHMUYECKHMH CPEACTBAMU U CHCTEMaMH, NPEJHA3HAYECHHBIMH JUIS
00pabOTKM TEpPCOHANBHBIX JAaHHBIX WIM B MOMEIICHHUSX, B KOTOPHIX YCTaHOBJECHBI MH(OPMAIMOHHBIE
CHUCTEMBI [IEPCOHAJIBHBIX JAHHbIX.

Joctynm B oOmepanMoOHHYI0 cpely KoOMIblOTepa (MH(POPMALMOHHONH  CHCTEMBI
NMEePCOHATBHBIX JAHHBIX)— IIOJIydeHHE BO3MOMKHOCTM 3allyCKa Ha BBIIIOJHEHHWE LITaTHBIX KOMAH,
GyHKIM, MpoLeayp ONEpalMOHHOW CUCTeMbl (YHUUTOXKEHHs, KONUPOBAHMSA, IEPEMEIICHUS M T.L.),
HCTIONTHSIEMBIX (haiJIOB PUKIIAIHBIX IPOTPAMM.

JocTtyn k nH(popManMu— BO3MOKHOCTb [TOTy4EHHs HH(POPMALIMK U €€ UCIIOJIb30BaHUS.

3aki1aiouHOe YCTPOHCTBO— D3JIEMEHT CPEACTBA CheMa HMH(OPMAIMH, CKPBITHO BHEAPSEMBIA
(3aKsTazpIBacMblii MIIM BHOCHMBIM) B MeCTa BO3MOXKHOIO CheéMa MH(OpMALMK (B TOM YHCIIE B OIPaXJICHUE,
KOHCTPYKIIMIO, OOOpYyJOBaHUE, MPEIMEThl MHTEPhEPa, TPAHCIIOPTHBIE CPEICTBA, a TAKKE B TEXHUUYECKUE
CpEICTBA ¥ CUCTEMBI 00pabOTKH HHPOPMALIHH).

3anmmmaemas uHpopManmMa— uHpOpPMAIWS, SBIAIOLIASACS MPEAMETOM COOCTBEHHOCTH U
NOJUIeKalasi 3alUTe B COOTBETCTBUM C TPeOOBaHMSMU IIPABOBBIX JOKYMEHTOB WWIM TPeOOBAHUSIMY,
YCTaHaBIMBAaEMbIMU COOCTBEHHHKOM MH(OpMAIUH.

Nnentudukauusa— TpUCBOCHHE CYOBEKTaM W OOBEKTaM JOCTyma wuiaeHTH(uKaropa W (WIn)
CpaBHEHHE NPEABSIBIAEMOTr0 HICHTU(PUKATOPA C IEPEUHEM IPUCBOEHHBIX MAEHTU(UKATOPOB.

NudopMaTuBHBINA CUTHAJI— JJIEKTPUYECKUE CUTHAIIBI, aKyCTHYECKHE, SJIEKTPOMArHUTHBIC U APYTHE
¢u3Myeckie Mois, MO MapamerpaM KOTOPBIX MOXKET ObIThb pacKpbiTa KOH(UAeHIMabHAs HH(popMarus
(mepcoHasbHbIE JaHHbIE) 00pabaThIBacMasi B UH(OPMALIIOHHOM CUCTEME NTEPCOHATBHBIX JTAHHBIX.

NudpopmanuoHHble TeXHOJTOTHMM— TMPOLECCHl, METO/BI TOUCKA, COOpa, XpaHEeHHs, 0OpaboTKH,
NPEOCTABIICHHS], PACIIPOCTPaHeHUss HMH(GOpMAMM U CHOCOOBI OCYIIECTBIECHUS TaKUX IPOLECCOB U
METOJIOB.

Nudopmanuonnass cucrema mnepcoHandbHbiX JaHHbIX (MCIIJIH) — coBOKymHOCTH
cojepkammxcs B 0a3ax JaHHBIX NEPCOHAIBHBIX JaHHBIX U O0OECHeYMBAIOIIUX HUX 00paboTKy
MH(OPMALIMOHHBIX TEXHOJIOTUI U TEXHUUYECKUX CPECTB.

Hcnonb3oBanue mnepcoHANBHBIX MAAHHBIX — JeWCTBUA (Omepaluu) C MEepPCOHAIbHBIMU
JAHHBIMH, COBEPIIIAEMBIE ONIEPATOPOM B LIETISAX MPUHATUS PEILIEHUI WIM COBEPILIEHUS UHBIX JEHCTBUM,
MOPOXKAAIOUINX IOPUINYECKUE TOCIEACTBUS B OTHOIIEHHM CYyOBEKTa MEPCOHAIbHBIX IaHHBIX HIU
Apyrux Ju Ju00 WMHBIM 00pa3oM 3aTparvBalOLIMX IpaBa M CBOOOJABI CyObEKTa MEepPCOHAIBHBIX
TAHHBIX WU IPYTUX JIMIL.

Hcrounuk yrpo3sl 6e3onacHocT nHGopManun— cyObeKT JOCTYIA, MaTepHATTbHBIA 00BEKT WU
(13IYecKoe SIBJIEHNUE, SIBISIOLIMECS IPUUUHON BO3HUKHOBEHUS YTPO3bl 0€30MacHOCTH HH(OPMALIUH.

KonTposmpyemasi 30Ha— TNpOCTPaHCTBO (TEpPUTOpHS, 3/1aHHE, YacThb 3[aHWS, MOMEIICHUE), B
KOTOpPOM HCKJTFOYEHO HEKOHTPOJIMpYyeMOe TpeObIBaHHME TIOCTOPOHHMX JIMI, a TaKKe TPAHCIOPTHBIX,
TEXHUUYECKHUX M MHBIX MaTEPUAIIbHBIX CPEICTB.
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KonpuaeHInajJIbHOCTh NEePCOHAIBHBIX JAHHBIX— 00s3aTebHOE Il COONIIONICHUS OTIEpaTOpOM
WIM WHBIM TOMYYMBIIMUM JOCTY K HEPCOHAIBHBIM JIAHHBIM JIMLIOM TpeOOBaHME HE JIOMYyCKaTh WX
pacrpocTpaHeHue 6e3 corliacus CyObeKTa MepCOHATBHBIX IAHHBIX WM HAJIMYKSI THOTO 3aKOHHOTO OCHOBAHHSL.

Me:kceTeBoil IKpaH— JIOKAIbHOE (OJHOKOMIIOHEHTHOE) WM (DYyHKIMOHAILHO-pacHpeeieHHOE
MporpaMMHoOe (IpOrpaMMHO-aIIIapaTHOE) CPEICTBO (KOMITIEKC), pea3yIoIiee KOHTPOb 3a MH(OpPMAIMEH,
MOCTYTAOIIEH B MHDOPMAIIMOHHYIO CUCTEMY MEPCOHATBHBIX JIAHHBIX U (MJIM) BBIXOAAIIEH U3 MHPOPMAIIOH-
HOW CHCTEMBI.

Hapymmreanb 0€30IaCHOCTH NEePCOHATBHBIX JAHHBIX— (H3MUYECKOE JIMIO, CIy4alHO MIIN
NPEHAMEPEHHO  COBEPUIAIOIICE JICHCTBHS, CJCICTBHEM KOTOPBIX SIBISIETCS HapylleHHe Oe30MacHOCTH
MIEPCOHATBHBIX JIAHHBIX TPU HMX 00pabOTKE TEXHUYECKUMH CPEACTBAMH B HWH(OPMAIMOHHBIX CHCTEMAaX
MEPCOHATBHBIX JAHHBIX.

HeaBToMaTu3npoBanHasi 00padoTKa NMepCOHATbHBIX JAHHBIX — 00pabOTKa MEePCOHANIbHBIX
JAHHBIX, COACPKAIIUXCS B UHPOPMAIIMOHHOM CHCTEME MePCOHANTbHBIX JAHHBIX TUOO0 U3BJICUYCHHBIX U3
TaKOW CHCTEMbI, CUMTAETCS OCYILIECTBICHHON 0€3 HCIONb30BaHUS CPEJICTB aBTOMAaTH3ALUU
(HEeaBTOMATU3UPOBAHHOM), €CIIM TaKue JEHCTBUS C MEPCOHAIBHBIMM JAaHHBIMU, KaK HCIOJIb30BaHUE,
YTOYHEHHE, pPACHpPOCTPAHEHUE, YHUYTOKEHUE NEPCOHAIbHBIX JAHHBIX B OTHOIIEHHWU KaXXJOro M3
CyOBEKTOB IEPCOHAIBHBIX JIAHHBIX, OCYILECTBIISIOTCS IIPU HENOCPEACTBEHHOM Y4acTUH YeJIOBEKa.

HenexnapupoBannbie BO3MOKHOCTH— (YHKIMOHATTLHBIE BO3MOKHOCTHU CPEJICTB
BBIYMCIIUTEIILHOW TEXHUKH, HE OIMCAHHBIE WA HE COOTBETCTBYIOILME OMHMCAHHBIM B JOKYMEHTALUH, IMPU
UCIIOIb30BaHUHM KOTOPBIX BO3MOXKHO HapyIllIeHWEe KOH(HICHIMATBHOCTH, JOCTYMHOCTH WM IIEIOCTHOCTH
oOpabarbIBaeMoi HH(DOpMAITUH.

HecaHKuMOHMpPOBAaHHBIA AOCTYN (HECAHKIHMOHMPOBAHHbIC [EHCTBUSI)— JIOCTyl K
uHpOpMAIMA WM JEUCTBUSI ¢ HHGOpMAIMEl, HApYyIIAONKe TMpaBiia pa3rpaHUYeHUs] JIOCTyMa C
UCIIOJIb30BAaHUEM IITATHBIX CPEJCTB, MPEIOCTABISIEMbIX HH(OPMALIMOHHBIMU CUCTEMaMH NEPCOHAIbHBIX
JAHHBIX.

Hocurenans nadopmanumn— gusnyueckoe JUI0 WK MaTepHAIbHbIA OOBEKT, B TOM YUCiIe (PU3UUECKOe
ToJie, B KOTOpOM MH(opMalHs HaXOUT CBOE OTPAKEHHE B BUJIE CUMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUUECKHX
PELLEeHHH 1 TTPOLIECCOB, KOJMYECTBEHHBIX XapaKTEPUCTUK (PU3NYECKUX BETUYUH.

O0e3ImunBaHue NMEPCOHANBHBIX AAHHBIX — JICHCTBUSA, B PE3YJIbTaTe€ KOTOPBIX CTAaHOBUTCS
HEBO3MOXXHBIM 0€3 MCIOJIb30BaHMUS JOMOJHUTEIBHON HH(POPMALMU OINpPENeUTh NPUHAIIEKHOCTh
NEPCOHAIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHAIBHBIX JaHHBIX.

O0padoTka mnepcOHAJBHBIX AaHHBIX— JI000€ JeiicTBHe (omepaiusi) WIH COBOKYITHOCTh
neicTBuil  (omepainuii), COBEpIIAEMBIX C MCIOJIb30BAaHUEM CpPEICTB AaBTOMAaTH3allUu WU 0e3
UCIIOJIb30BAaHUSl TaKWX CPEACTB C IMEPCOHAIBHBIMH JIaHHBIMHM, BKJIIoYas cOOp, 3almuch,
CHUCTEMATH3aINI0, HAKOIUICHHE, XpaHECHHE, yTOoYHeHWe (OOHOBJICHHE, W3MEHEHHUE), W3BJICUCHHE,
UCMOJb30BaHUE, TIepenady (pacnmpocTpaHEHHE, MpeloCTaBIeHUE, JOCTyH), 00e3TMYMBaHUE,
OJIOKMpOBaHNUE, yIaJICHNE, YHUUTOXKEHHUE TIEPCOHAIBHBIX JaHHBIX.

OO0wmenocTynHble  NMepCOHAJBbHBICE JaHHBIE —  IIEPCOHAJIBHBIE  JAaHHBIE,  JOCTYI
HEOIPAaHMYEHHOT'O Kpyra JIUI K KOTOPBIM IPEIOCTABJIEH C COracusi CyObeKTa MepCOHATBHBIX JaHHBIX
WIM Ha KOTOpbIE B COOTBETCTBUU C (peiepalibHbIMH 3aKOHAMHM HE pacHpoCTpaHseTcss TpeOoBaHUeE
coOmroieHnst KOH(PUICHITUATHHOCTH.

Oneparop (mMepcoHAJIBHBIX JAaHHBIX) — TOCYJAapCTBEHHBIM OpraH, MyHULHITAJBHBIA OpraH,
IOpUANYECKOe WM (PU3UYECKOe JIMIO0, CAaMOCTOSITEIbHO WJIM COBMECTHO C JAPYTMMH JIMLIAMHU
opraHusymoomue M (WIM) OCYIIECTBISIONME O00pabOTKy MEpPCOHAIbHBIX JaHHBIX, a TaKxke
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OIpeNeNIAIONIe [eNd O0pabOTKM TEpPCOHATbHBIX JAHHBIX, COCTAB IEPCOHAIBHBIX JIAHHBIX,
noJyiexanux oopadoTke, 1eHCTBHS (ONIEepaLiu), COBEPIIAEMbIE C IEPCOHATBHBIMU JaHHBIMH.

Texuuveckue cpeacrsa HHPOPMALMOHHON CHCTEMbI NMEPCOHANBHBIX JAHHBIX — CPEICTBA
BBIUUCIIUTENILHOW TEXHUKU, HH(POPMALMOHHO-BBIYMCIUTEIBHBIE KOMIUIEKCHI M CETH, CpPEACTBAa U
cucTeMbl epenadu, npuema u oopadbotku I1JIH (cpencrTBa U cucTeMsl 3ByKO3alUCH, 3BYKOYCHIICHUS,
3BYKOBOCIIPOM3BEJICHUS, INIEPETOBOPHBIE M TEJIEBU3HOHHBIE YCTPOMCTBA, CPEIACTBA H3TOTOBJICHMS,
TUPAXUPOBAHUS JOKYMEHTOB M Jpyrue TEXHHYECKHE CpelCcTBa 00pabOTKH pedeBoil, rpaduveckoi,
BUJCO- U OyKBEHHO-IM(PPOBON HH(OPMAINK), MPOrPAMMHBIE CPEICTBA (ONEPALMOHHBIE CHUCTEMBI,
CHCTEMBl YIpaBleHHs 0a3aMM MAHHBIX W T.I.), CPEACTBA 3aAIIUTHl MH(YOpMAIMH, TPUMEHSIEMbIC B
MH(POPMALMOHHBIX CHCTEMaX.

IlepexBat (MH(poOpManuM) — HENpaBOMEpPHOE IMOJydyeHHE MH(OpMAIMKM C HCIOJIb30BaHUEM
TEXHUYECKOI'0 CPEJCTBA, OCYIIECTBIAIOIIEro OOHapyXeHue, mpueM U o0paboTKy HMH(GOPMATUBHBIX
CUTHAJIOB.

IlepconanbHble JaHHbIe — 100as MHGOpPMaLKs, OTHOCSIIAACA K NPSAMO WM KOCBEHHO
OIIpPEICIIEHHOMY WJIH OTIpEeNeIieMOMY (PU3NIECKOMY JIUIY (CyOBEKTY MepCOHATBHBIX TaHHBIX);

Ilo0o4HbIe 3JIeKTPOMArHUTHbIE M3JIYyYeHUS] U HABOAKH — JJIEKTPOMAarHUTHBIE H3JIy4yEHUs
TEXHUYECKHUX CPEJCTB 00padOTKM 3aImuiiaeMoil HHpOpMaIuy, BO3HUKAIOIINE KaK MOO0YHOE SIBIICHHUE
U BbBI3BAHHBIE JJIEKTPUUYECKHMMM CHUTHAJIaMM, JEHCTBYIOIIMMHM B UX JJIEKTPUYECKMX U MAarHUTHBIX
LEensAX, a TaKXKe DIIEKTPOMAarHUTHbIE HABOJKM OJTUX CHUTHAJIOB Ha TOKOMNPOBOIALIME JIMHUM,
KOHCTPYKLUH U LENH MUTaHUS.

IHosimTKa  «YHCTOIO  C€TOJA» —  KOMIUIEKC  OPraHM3aLMOHHBIX  MEPOIPUATHH,
KOHTPOJIMPYIOIUX OTCYTCTBHE 3alUCBHIBAHM HAa OyMa)kHble HOCUTENH KiItoueil u arpuOyToB JocTymna
(maposeit) u xpaHeHus1 UX BOJIM3U OOBEKTOB JIOCTYIIA.

I[Hosab3oBaTeqp HMHPOPMALMOHHOM CHCTEMbl NEPCOHAJBHBIX JaHHBIX —  JIUIO,
ydacTByollee B (YHKIIMOHUPOBAHUM HH(POPMAIIMOHHOW CHUCTEMBl IEPCOHAIBHBIX JAHHBIX WIIU
UCIOJIb3YIONIEeE Pe3yNbTaThl €€ QYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHuyeHusi A0CTyNa — COBOKYIHOCTb IMpaBWJI, PErJIaMEHTUPYIOIIUX IMpaBa
J0CTyna cyOBbeKTOB JJOCTYyINAa K 00bEKTaM JI0CTYTIA.

IIporpammuasi 3akiIagka— KOJX INPOrpaMMbl, NPEIHAMEPEHHO BHECEHHBI B NpOrpamMmy ¢
LIEJIBI0 OCYILIECTBUTh YTEUKY, U3MEHUTh, OJIOKUPOBATh, YHUUYTOXKUTh HH(MOPMAIIUIO WIK YHUUYTOXKHUT U
MOJUGUIMPOBATH MPOrpaMMHOE obecrieueHrue NH(OPMAIIMOHHON CUCTEMbI IEPCOHATIBHBIX JAHHBIX U
(1) GJIOKMPOBATH aIIapaTHHIE CPEICTBA.

IIporpammMHoe (mporpaMMHO-MaTeMaTH4yecKoe) BO3/lelicTBHe — HECAaHKIHMOHHPOBAHHOE
BO3JICHICTBHE Ha pecypchbl aBTOMAaTHU3WPOBAHHON HH(OPMALIMOHHOW CHUCTEMBI, OCYIIECTBISIEMOE C
MCIOJIb30BaHHEM BPEIOHOCHBIX IPOTrpamMM.

PackpbiTHe 1EPCOHATBHBIX [JAaHHBIX — YMBIIUIEHHOE WM CilIy4yailHO€ HapylleHue
KOH(HIEHIIMATILHOCTH MEPCOHATBHBIX JJAHHBIX.

PacnipocTpaHenne mepcoHaNbHBIX JAHHBIX — JICHCTBUSA, HAIIpaBJICHHBIE HAa PAacKpbITHE
MIEPCOHAJIBHBIX JaHHBIX HEONPEIEIIEHHOMY KpYTY JIULL.

Pecypc nH(pOpMALMOHHOI CHCTEeMbl— HIMEHOBAaHHBIN 3JIEMEHT CUCTEMHOT0, TPUKJIAHOTO WIIH
anmapaTHoro obecrneyeHus: yHKIMOHUPOBAHUS NH(OPMALIFOHHON CUCTEMBL.

CrnenmnajbHble KaTeropuu NMepcoHAIbHBIX JAHHBIX — MIEPCOHANIbHBIE JaHHbIE, Kacaroluecs
pacoBoi, HAIMOHANBLHOM NPUHAUIEKHOCTH, MOJUTUYECKUX  B3IVISIOB, PEJIUTHO3HBIX WU
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bunocopckux yOeKICHUU, COCTOSHUS 3J0POBbS M WHTHUMHOW JKU3HU CYOBEKTa IEPCOHATBHBIX
JAHHbBIX.

CpencrBa BbIYUCIUTEIbHOH TEXHUKHU— COBOKYITHOCTh ITPOIPAMMHBIX M TEXHMYECKHX 3JIEMEHTOB
CUCTEM OOpabOTKH JTAHHBIX, CIOCOOHBIX (DYHKIMOHUPOBATH CAMOCTOSATEIBHO WM B COCTaBE JPYIHX
CHCTEM.

Cyo0obekT mocryna (cy0ObeKT) —IMIO0 WIM TPOLECC, JACHUCTBUS KOTOPOIO PErjaMeHTHPYIOTCS
MpaBUJIAMU PA3TPAHUYCHUS JOCTYIIA.

TexHuYecKHii KaHAJ yTe4KH MWHPOPMALMH— COBOKYITHOCTh HOCUTEIST MH(OpPMAIK (CpeacTBa
00paboTkH), (pU3MUIecKol cpembl PacIpOCTpaHeHHsT WH()OPMATUBHOTO CUTHAJA M CPEICTB, KOTOPHIMHU
J0OBIBacTCS 3alHIaeMast THPOpMAITHS.

TpancrpannyHasi mepegaya NepcoOHAJbHBIX JAHHBIX — Iepefadya MepPCOHANbHBIX JTaHHBIX
ormepatopoM uyepe3 locymapcTtBeHnyro Tpanuny Poccuiickoit ®enepauuu opraHy —BIAcTH
MHOCTPAHHOTO rOCy/IapCcTBa, PU3NUECKOMY WM IOPUANYECKOMY JIMIY HHOCTPAHHOTO TOCYIapCTBa.

Yrpo3sl 0€30MaCHOCTH NEPCOHAJBHBIX JAAHHBIX— COBOKYITHOCTh YCIOBMH U  (DaKTOpOB,
CO3/IAIOIIMX ONACHOCTh HECAHKLHOHMPOBAHHOTO, B TOM WYHCIIE CIIy4aifHOTO, JIOCTYNA K IEePCOHATBHBIM
JaHHBIM, PE3YJBTaTOM KOTOPOrO MOXKET CTarh YHHUTOXKEHHE, M3MEHEHHE, OJIOKMpOBAHWE, KOIMPOBAHHE,
pacrpoCTpaHEHUE TEPCOHATIBHBIX JIAHHBIX, @ TaKKE WHBIX HECAHKIIMOHWPOBAHHBIX JEUCTBUMA MPU HX
00paboTKe B MHPOPMAIIMOHHOM CUCTEME ITEPCOHATTBHBIX TAHHBIX.

YHHUYTOXKEHHEe NEePCOHATbHBIX JAAHHBIX— JCWUCTBUA, B pPE3yjibTare KOTOPBHIX CTAHOBUTCS
HEBO3MOXXHBIM BOCCTaHOBHUTH COJIEP)KAHUE MEPCOHANbHBIX JAHHBIX B HMH(OPMAIIMOHHOW CHCTEME
MEPCOHANBHBIX JaHHBIX U (WJIM) B pe3ylibTaTeé KOTOPBIX YHHUYTOXKAIOTCS MaTepuaibHble HOCUTEIU
MEePCOHANBHBIX JTaHHBIX.

Yreuka (3amumaemMoi) MHEPOPMALUM O TEXHUYECKHUM KaHAJaM— HEKOHTPOIMPYEMOE
pacrnpoctpaneHie MHGOpPMAIMK OT HOCHTENS 3allMinaeMoi uH(OpMaImu 4epe3 (PU3NYECKYI0 Cpery JI0
TEXHIYECKOTO CPEJICTBA, OCYIIECTBISIIOIIETO IIepeXBaT HHPOPMAITUH.

Ysa3BuMocTh —C1ab0CTh B CPEACTBAX 3alIMTHI, KOTOPYIO MOYKHO HCIIONB30BaTh Ul HApYLICHUS
CHCTEMBI WM CoZIep KaItieiics: B Hell MH(OopMaIwu.

HenoctHocTs HHMOPMANMU—  CIOCOOHOCTH  CPENCTBA  BBHIUKMCIUTENIHBHONM TEXHUKH  WIH
ABTOMATHU3HPOBAHHON CHCTEMBI OOECIeUMBaTh HEM3MEHHOCTh MH(OPMAIMU B YCIOBUSX CIy4ailHOrO /WU
NPEAHAMEPEHHOT0 HCKOKEHUS (pa3pyILeHNUs ).

3. O603Ha4YeHHS M COKPALLICHUSI

APM - aBTOMaTH3UpOBaHHOE paboyuee MecTo.

HUCIIH — nadopmariioHHas CUCTeMa MEPCOHATBHBIX JTaHHBIX.

JIBC — jtoxanbHast BRIYUCTUTEBHAS CETh.

HC/I — HecaHKIIMOHUPOBAHHBIN JOCTYII.

OC — onepanoHHas cUcTeMa.

/11 — nepcoHalIbHBIE AAHHBIE.

ITO — nporpamMHOe o0OecrieueHue.

C3II/In — cucreMa (moAcucTeMa) 3alIUThHI IEPCOHATBHBIX JTaHHBIX.
YBII/IH — yrpo3bl 6e30MacHOCTH MEPCOHATBHBIX JAHHBIX.

4. HopmaTuBHBIE CCHLIIKH
®denepanbHble 3aKOHOJATENbHBIE aKThI:
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- ®enepanbHbiii 3akoH oT 27 uromst 2006 r. N 149-03 "O6 undopmanuu, HHPOPMAITUOHHBIX
TEXHOJIOTHSX M O 3aluTe HHpopmaruun';

- Genepanbubiil 3akoH oT 27 utoiist 2006 r. Nel152-D3 "O nepcoHaIbHbIX JaHHBIX";

- Tlocranosnenue IlpaButensctBa Poccuiickoit ®enepanuu ot 6 wromst 2008 1. Ne512 "O6
YTBEPKACHUH TPEOOBAHUN K MaTepHUaIbHBIM HOCHTEISIM OMOMETPUYECKUX MEPCOHATBHBIX JAHHBIX U
TEXHOJIOTUSIM XPaHCHHsI TAKUX JAHHBIX BHE WH(OPMAIMOHHBIX CUCTEM TEPCOHATBHBIX JaHHBIX';

- [TocranoBnenue [IpaButenbctBa Poccutickoit deneparuu ot 15 centsops 2008 r. Ne687 "O6
yrBepxkacHuu [lonmoxenus 00 0COOEHHOCTAX 00paOOTKU MEPCOHANBHBIX JAHHBIX, OCYIIECTBISEMOM
0€e3 HCIOIb30BaHMs CPEACTB aBTOMaTH3anuu";

- Tlocranosnenue IlpaButensctBa P® ot 1 HOs0ps 2012 1. Ne 1119 "O6 yrBepkmeHun
TpeOOBaHUMN K 3alllUTe MEPCOHANBHBIX JTAHHBIX MPH UX 00paboTke B MH(OPMAIMOHHBIX CHCTEMax
MEPCOHAJIbHBIX JIAHHBIX";

- Ilocranosnenue IlpaButensctBa Poccuiickoit @eneparnuu ot 21 mapra 2012 r. N 211 "O6
VTBEp)KICHUH TEPEeYHS Mep, HalpaBlIeHHBIX Ha O0ECIeYeHHWE BBINIOJHEHHUS OO0S3aHHOCTEH,
npeaycMoTpeHHbIX DenepanbHbIM 3aK0OHOM O epCOHANBHBIX TaHHBIX .

HopmaruBHo-meroauueckue aokymMeHThl DenepanbHOM Ciiy’)kObl 1O TEXHUYECKOMY M
sKcIepTHOMY KOHTpoito Poccuiickoit @enepanun (nanee - ®CTOK Poccumn) mo obecrneuenuto
6e3omacuoctu [1/1a mpu ux o6padotke B UCII/H:

- mpukas ot 11 despans 2013 r. N 17 "O6 yrepxkaenun TpeboBanuii o 3amure uHpopmanuu,
HE COCTAaBJISIONICH TOCYAapCTBEHHYIO TaifHY, COAEpKAIIEeHCsl B TOCYAaPCTBEHHBIX MH()OPMAITMOHHBIX
cucremax';

- mpukaz ot 18 despans 2013 r. N 21 "O06 yrBepxkaenun CocraBa W COACpPXKAHUS
OpPraHMU3aIMOHHBIX U TEXHUYECKHX MEp MO 00ecreueHn0 Oe30MacHOCTH MEePCOHANBHBIX JTaHHBIX MPU
X 00paboTke B MH(OOPMAIIMOHHBIX CHCTEMaX IMePCOHATBHBIX JTAHHBIX "

- 0a3oBasi MojeNlb Yrpo3 O€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX MPU HUX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX, yTBEpXkKAEeHA 3amecTuteneM nupekropa CTIOK
Poccun 15.02.2008 r.

- METOJIMKA OTpEJeNIeHUs] aKTyalbHBIX YIpo3 O€30MacHOCTH MEPCOHANBHBIX TAHHBIX MPH HX
0o0paboTke B HH(OPMAIMOHHBIX CHCTEMaX MEPCOHANBHBIX IaHHBIX, YTBEP)KIEHA 3aMECTHTENEM
mupekropa @CTOK Poccun 15.02.08 .

[MIpukaz ®CBb Poccuu u O®CTIOK Poccum ot 31.08.2010 Ne 416/489 «OO6 yTBepxkaeHUU
TpeOoBaHUN O 3amuTe HHGOPMALUK, cojAepKalleicss B HH(GOPMAIMOHHBIX CHUCTEMax OOILero
I0JI30BAHUS»

[Tpuka3z @enepanbHOil ciyx0b1 6e3onacHocTH Poccuiickoit denepanuu ot 10 uronst 2014 r. N
378 «O6 yrBepxkaenun CocraBa M COJAEp)KaHUS OPraHU3AaLMOHHBIX M TEXHUYECKUX Mep 10
obecrieueHr0 0€30MacHOCTH TEPCOHANBHBIX MaHHBIX TpU UX 00paboTke B HMH(POPMAIIMOHHBIX
CHUCTeMax I[I€PCOHAJbHBIX JaHHBIX C HCIOJB30BAaHUEM CPEACTB KPHUNTOrpaduyecKor 3aliuThl
uH(popManuy, HEOOXOAMMBIX Ui BBHITIONHEHUS YCTaHOBIEHHBIX [IpaBurensctBoM Poccuiickoit
Oenepaniun  TpeOOBAaHWUN K  3aIUTe TEPCOHAIBHBIX JAHHBIX JUII KaXIOTO U3 YPOBHEH
3aLUIIIEHHOCTHY.

JloxanpHbIE HOPMATUBHBIE aKThl, yTBepxKAacMble nupekTropoM CO Bonrl' TV

- [Tonoxxenne 06 0OpabOTKe U 3alUTE MEPCOHATBHBIX JTAHHBIX,

- [lepeyenpb nepcoHanbHbBIX AaHHBIX, 00padaTeiBaeMbIXx B CD Bonr['TY;

- [lepeuens UCII/In C® Boarl' TV,

- AKT Knaccmbmcaunn PIH(I)OpM&LIHOHHOfI CUCTCMBI IICPCOHAJIBHBIX NAHHBIX.

5. Cucrema 3a1IUMTHI 1ePCOHAIBHBIX JaHHbBIX
Cucrema 3amuthl nepcoHanbHbIX AaHHBIX (C3I1IH) cTpouTCs Ha OCHOBAHUU:
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- oruera 00 oOcnmemoBanun MCII/IH u pesynbpratax HpOBENEHUS BHYTPEHHEW HPOBEPKH
3amuThl [1/1H Ha OyMaXKHBIX HOCUTEIISX.

- IEpEYHs NEPCOHANIBHBIX JIaHHBIX, ITOJJICKAIIUX 3ALTUTE;

- aKkTa Kiaccupukanud nHGOPMaIMOHHON CUCTEMBbI IEPCOHATIBHBIX JAHHBIX;

- MOJIETIU YIp03 O€30MaCHOCTH MEPCOHATBHBIX TaHHBIX;

- MaTPHIIBI JIOCTYTA MOJb30BaTENIeH K 3aluiacMbiM HHGpopManoHHbIM pecypcam UCTI/IH;

- pykoBogsaimux gokymeHToB @CTOK Pocecun u ®Ch Poccun.

Ha ocHOBe 3THX JOKYMEHTOB ONpeneNseTcs HeoOXOIUMBI ypoBeHb 3ammiieHHoctu [1/1H
kaxaod UCIIJH C® BoarlI'TY. Ha ocHoBaHuMM aHanu3a akTyalbHBIX yrpo3 Oe3zonacHoctu II1JIH
onucaHHOTro B Mojienu yrpo3, Aeiaercs 3aKI0YeHrne 0 HeOOXOIMMOCTH UCIIOIb30BAHNUS TEXHUIECKUX
CPEICTB U OPTraHU3AMOHHBIX MEpONpusTHil s oOecnedenus Oe3omacHoctu [1/[H. BriOpannbie
HEOOXOIUMBIE MEPOIPHUATHS OTpakaloTcs B JoKyMmMeHTe «llmaH MmepomnpusTuii 1mo oOecreueHuto
3aIIUTHI IEPCOHATIBHBIX JaHHBIX).

Jns UCIIIH cocTaBnseTcs CIUCOK UCIOJIb3YEeMbIX TEXHHYECKHX CPEJICTB 3alllUThl (Janee -
Cnmcok), a Tak € MNpPOrpaMMHOrO oOecrnedyeHus, ydacTByromero B oOpadorke I[IJ[n, Ha Bcex
anemenTax UCIIn:

- APM nonb30Bartene;

- CepBepa NpuII0KEHUI;

- CYB/;

- rpanuisl JIBC;

- KaHaJIOB MepeJjaud B CeTH OOIEro MOoJb30BaHUS U (UIIU) MEXIYHAPOIHOTO OOMEHA, eCIu 10
HuUM nepenatores I[1/1H.

B 3aBucumoctu ot ypoBHsa 3amuiieHHocTH MCII[H u aktyansubix yrpo3, C3IIIm moxer
BKJIIOYATh CJIEYIONINE TEXHUYECKUE CPEICTBA:

- aHTUBUPYCHBIE CPEJICTBA VISl pa00OYMX CTAHIIUN MOJIH30BaTENIEH U CEPBEPOB;

- CpelICTBa MEXKCETEBOI0 AIKPAaHUPOBAHUS;

- CpeacTBa KpUMNTOrpapUYecKO 3amuThl HHPOPMAIMH, TPU TepeAade 3alluiiaeMon
MHpOpMaIIHUHU TI0 KaHaJlaM CBSA3H.

Tak ’xe B CITUCOK JIOJKHBI OBbITh BKJIIOUEHB! (DYHKIIMU 3aLIUTHI, 0OeCIeunBaeMble IITaTHBIMU
cpeactBamu o0pabotku I1Jn onepanmronusiMu cucremamu (OC), npuxiaaasvm [10 u cnenuanbHbIMU
KOMILIEKCAaMH, PEATU3YIOLIIMMHU CpeAcTBa 3aUThl. CIUCOK (QYHKIMHA 3aIlIUTHI MOKET BKJIOYATh:

- yIpaBJieHUE U pa3rpaHUyYeHNEe JOCTyIa M0JIb30BaTeNeil;

- PETUCTPALIMIO U YUET ACUCTBUN ¢ MHPOpMaIueil;

- obecrieunBaTh IEIOCTHOCTh JIaHHBIX;

- IPOU3BOJIUTH OOHAPYKEHHUH BTOPKEHUH.

Cnucok HCIONBb3yeMBIX TEXHUYECKHX CpelacTB orTpaxkaercss B «llman wmeponpusaruii 1o
00ECTEeYeHNI0 3aIlIUThl TEePCOHANBHBIX JaHHBbIX». CIHCOK HCHONb3yeMbIX CpPEICTB JOJDKEH
MOIIEPIKUBATHCS B aKTyaJIbHOM COCTOSHUU. [Ipy M3MEHEHMH COCTaBa TEXHUUYECKUX CPENCTB 3aLUTHI
win snemeHToB WCII/IH, cOOTBETCTBYIOIIME HW3MEHEHMs JOJKHBI ObITh BHeceHbl B CHHCOK U
yrBepxkaeHbl Pekropom CO Bonrl TV winun nuiiom, OTBETCTBEHHBIM 3a oOecnieuenre 3auuTsl [1/IH.

6. TpeGoBaHusi K COCTABY CHCTEMbI 3AIIIUTHI MEPCOHAIBHBIX TAHHBIX
C3I1/Ix BirO9aeT B ce0st CIETYIOIINE MOICHCTEMBI:
- YIIpaBJIEHUS JOCTYIIOM, PETUCTPALUN U yUETa;
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- o0ecreueHyst HeJIOCTHOCTU U JOCTYITHOCTH;

- QaHTUBUPYCHOM 3alUTHI;

- MEXCETEBOI'0 SKPaHUPOBAHMUS;

- aHaJIM3a 3aIUIIECHHOCTH;

- OOHapyKEHUs BTOPKEHUIA;

- KpUITOrpapMUECKON 3aIUTHI.

[Moacucremsr C3I1JH mmeroT paznuunblii QyHKIHOHAN B 3aBucuMocTu oT kiacca MCII/IH,
OIPENICIEHHOTO B JIOKYMEHTE «AKT KJIAacCH(pHUKAIMKU HH(POPMAIMOHHOW CHCTEMBI IEPCOHAIBHBIX
JAHHBIX.

6.1. IToacucreMsbl ynpaBjieHUsI JOCTYIIOM, PerHCTPALIMU U Y4YeTa

[Togcuctema ympaBiaeHUs! JOCTYIIOM, PETUCTPAllMU U Y4eTa NMpeaHa3HaueHa I peaiu3aluu
CIIEYIOIMUX (PYHKIIHIA:

- UASHTU(UKAIIUY U IPOBEPKA MOATUHHOCTU CyOBbeKTOB noctyna npu Bxoae B MCIIH;

- HUIEeHTU(UKALUKA TEPMHHAJIOB, Y3JIOB CETH, KAHAJIOB CBSA3M, BHEIIHUX YCTPOWCTB IO
JIOTUYECKUM UMEHAM;

- WASHTHU(UKAIUU TPOrpaMM, TOMOB, Karajoros, (aiyioB, 3amuced, MoJei 3ammced 1o
MMEHaM;

- peructpanuu Bxojaa (BbIXOJa) CYOBEKTOB JOCTynma B CHCTeMY (M3 CHCTEMBI), JTHOO
perucTpanus 3arpy3Ku U HHUIIMAIN3AlUK ONIEPAIIMOHHON CHUCTEMBI M €€ OCTaHOBA.

- PErucTpaluy TOMBITOK JOCTYyNa MPOTPaAaMMHBIX CpEACTB (Tporpamm, MPOLIECCOB, 3ajad,
3aJIaHM ) K 3anIuInaeMbiM (aitram;

- pEerucTpaluy MOMBITOK JOCTYNa MPOTPAMMHBIX CPEICTB K TepMHUHAIaM, KaHajaM CBS3H,
mporpaMMam, ToMaM, Katanoram, ¢aiinam, 3amucsam, oJsM 3arrcei.

[Toacuctema ympaBieHHs] JOCTYIIOM MOXET ObITh peaTM30BaHa C MTOMOIIBIO TATHBIX CPECTB
ob0pabotku [11n (omeparmonnsix cuctem, npuwioxkeHuit U CYBJl). Tak ke MOXeT ObITh BHEIPEHO
CHeIUaIbHOE TEXHUYECKOE CPEJICTBO WJIM UX KOMIUIEKC, OCYIIECTBIISIOIINE JIOMOJHUTEIBHBIE MEPhI
M0 ayTEeHTHU(UKAUU W KOHTPOI. Hampumep, mpuMeHEHHE €IWHBIX XPAaHWJIHI YYETHBIX 3armcen
MOJIH30BaTEJIEH M PETUCTPAIIMOHHONW MH(OPMAIIUU, UCTIOIH30BAHNE OMOMETPUUECKUX U TEXHUYECKUX
(C MOMOIIBIO ANEKTPOHHBIX MPOITYCKOB) MEp ayTeHTU(UKAIIUU U APYTUX.

6.2. Iloncucrema odecneyeHusi HEJOCTHOCTH U IOCTYITHOCTH

[Toncucrema obecrieueHUs] LEIOCTHOCTH M JOCTYIMHOCTH IpeIHa3HaueHa JuIsl oOecreueHHs
nenoctTHocty U poctynHocty I1/1H, mporpamMMubix u annapatHeix cpeacts UCIIAn CP Boarl TV, a
TaK K€ CPEJCTB 3aLIUTHI, IPU CIyYaitHON HJIM HaMEPEeHHON MOJU(PHUKAIINH.

[loncucrema  peanusyercd ¢ IOMOLIBKO  OPraHM3AlMM  PE3EPBHOIO  KOIHMPOBAHMSA
oOpalaTheIBaeMbIX JJAHHBIX, a TAaK e pe3epBUPOBaHNEM KItoueBbIX dneMeHToB MCII/IH.

6.3. IToncucreMa aHTUBHPYCHOM 3aIMThI

[TogcucremMa aHTUBUPYCHOHM 3alllMTHl TMpETHA3HAUCHA I OOeCIeYeHUs AaHTUBUPYCHOU
3amuThl cepBepoB 1 APM nons3oBareneit UCIIn CO Boarl TV.

CpencTBa aHTUBHUPYCHOM 3aIIUTHI MIPETHA3HAUEHBI JUIS PeaTU3alUy CIeTYIOMMNX (YHKITHI:

- PE3UICHTHBIN aHTUBUPYCHBI MOHUTOPUHT

- AHTUBUPYCHOE CKAaHUPOBAHUE;
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- CKpUIIT-0JIOKUPOBAHUE;

- [ICHTPAJIM30BAHHYIO/YIAJCHHYIO YCTAaHOBKY/IEHHCTALIAIUIO AHTUBUPYCHOTO TPOAYKTA,
HACTPOMKY, aJMUHUCTPUPOBAHHE, MPOCMOTP OTYETOB M CTATUCTHYECKOH HH(pOpMAIUU IO paboTe
IPOJYKTa;

- aBTOMAaTH3UPOBAHHOEC OOHOBJICHUE aHTUBUPYCHBIX 0a3;

- OrpaHHUYCHHE TIPaB MOJIH30BATEIII HA OCTAHOBKY MCIIOHICMBIX 3a7a4 U H3MEHCHHS HACTPOCK
AHTHUBUPYCHOT'O MTPOTPAMMHOTO O0ECTICUCHUSI;

- aBTOMATHYECKHIA 3aITyCK Cpa3y MOCIe 3arpy3KH ONEpalliOHHON CUCTEMBI.

[Toxcucrema peanusyeTcsl MyTeM BHEAPEHUS CICIUATBHOTO aHTUBHPYCHOTO MPOTPAMMHOTO
oOecrieuenus Ha Bce aemenTsl MCIT/IH.

6.4. IloncucTemMa MesKCETEBOI0 IKPAHUPOBAHUS

IToncucrema MeXCETEBOIO 3KPAaHUPOBAHMS IMpEAHA3HAYECHA Ui PEalM3allid  CIEAYIOLIUX
byHKIMi:

- ubTpaMK OTKPHITOrO U 3ammdpoBaHHOTO (3aKpeiToro) IP-tpaduka;

- (ukcanuu BO BHYTPEHHUX JKypHajaX MH(OPMALMU O HMPOXOMIALIEM OTKPHITOM U 3aKPBITOM
IP-Tpaduke;

- WACHTH(PHKAIMKA W ayTCHTU(UKALUIO aJIMHHHCTPATOpPa MEXKCETEBOrO SKpaHa NpU €ro
JIOKQJIbHBIX 3allpocax Ha JOCTYII,

- peructpauuMy BxojJa (BbIXOAa) aJMMHHUCTpPATOpa MEXKCETEBOI'O JKpaHa B CHUCTEMY (U3
CHCTEMbI) TMOO0 3arpy3K1 U MHULMAIN3ALUU CUCTEMBI U €€ IPOrPaMMHOI'0 OCTaHOBA;

- KOHTPOJIS LIEIOCTHOCTH CBOEH MPOrpaMMHOM U MH(POPMALIMOHHON YacTH;

- (PMIIBTpALIUU TTAKETOB CITY>)KEOHBIX MPOTOKOJIOB, CIYKAIIMX JAJIS TUArHOCTUKU U YIPABICHUS
paboToii ceTeBBIX YCTPOUCTB;

- ¢QuiIbTpalMd C YYETOM BXOJHOTO U BBIXOJHOIO CETeBOro HHTepdelica Kak CpencTBO
MIPOBEPKHU MOITMHHOCTHU CETEBBIX aJJPECOB;

- PETUCTPALIMU U yUeTa 3alpalliBaeMbIX CEPBUCOB MPUKIIATHOTO YPOBHS;

- OnoxkupoBaHHS JIOCTyna O0OBEKTa WIM CyObeKTa, MOMJIUHHOCTh KOTOPOro IpHU
ayTeHTU(UKALUY HE MOATBEPANIIach, METOJJaMH, YCTOMYMBBIMU K IIEPEXBATY;

- KOHTPOJIS 32 CETEBON aKTUBHOCTBIO NMPHIIOKEHUI U OOHAPYKEHHUS CETEBbIX aTakK.

IToncucrema peanusyercs BHEAPEHHUEM IPOrPAaMMHO-AIIAPATHBIX KOMILJIEKCOB MEKCETEBOTO
sKpaHupoBaHus Ha rpanuue JIBC.

6.5. IloacucremMa aHaIN32a 321U IIEHHOCTH

[Toncucrema aHanmu3a 3alUIIEHHOCTH JOJDKHA OO0ecreduBaTh BBISBJICHUS YSI3BUMOCTEH,
cBsi3aHHbIX ¢ ommOkamu B koH(urypaumuu I10 HCII/IH, xoTopble MOryT OBITH HCIOIb30BaHbI
HapyLIUTEIEM JUIS peaTn3alii aTaku Ha CUCTEMY.

OYHKIMOHANT TMOJCUCTEMbl MOXET OBbITh peaJn30BaH MPOTrPAMMHBIMH U HPOrpaMMHO-
anmnapaTHbIMM CPEJICTBAMH.

6.6. IToncucrema o0GHAPY:KeHHsT BTOPKEHUI
[Togcucrema oOHapyXEHUSI BTOP)KEHHI JTOJDKHA OOECIICUMBATh BBISBICHHE CETEBBIX aTak Ha
anemenTsl CIT/IH NOAKITIOYEHHBIE K CETSAM OOIIEro MOIb30BaHMS U (MITH) MEXIYHapOIHOTO OOMEHa.
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QOYHKIMOHAT TOJCUCTEMBl MOXXET OBITh peaJu30BaH IPOrPAMMHBIMH M MPOTPAMMHO-
anmnapaTHbIMU CPEACTBAMH.

6.7. Iloncucrema kKpunrorpagpuyeckoii 3aMThI

[Toncucrema  kpuntorpaduueckoil  3amuTBl  [peAHa3HaueHa IS HCKIIOYCHHS
HECaHKITMOHUPOBAHHOTO Aoctyna K 3amumaeMord wHbopmanuu B UCII[In CO Boar['TVY, mpu ee
nepeiavyy 1o KaHajlaM CBSA3H ceTel 00IIero Mmoiab30BaHus U (WIH) MEXTyHAPOIHOTO OOMEHa.

[Toncucrema peanu3yeTcss BHEAPEHUS KPUNTOrpaHUUEcKUX MPOrpaMMHO-aIIapaTHBIX
KOMILJIEKCOB.

7. oab3oBateau UCIIn

[Tonb3oBarenem  UCII[An  sBisercs  AMLIO, y4yacTBywoollee B  (PyHKUHOHUPOBAHUU
WHPOPMAIIMOHHON CHUCTEMBI MEPCOHAJBHBIX JAHHBIX MM HCHOJB3YIOIIee pPE3yibTaThl ee
¢dbynkuonuposanus. [lonb3zoBarenem UCII/In sBnsercs no6oit cotpynnuk CO Boarl' TV, umeromuii
nocryn k UCII/IH u ee pecypcam B COOTBETCTBUU C YCTAaHOBJIEHHBIM IOPSIAKOM, B COOTBETCTBUH C €TI0
JOJPKHOCTHBIMU O0S13aHHOCTSIMU.

[TonwzoBarenu UCII/IH nenarcs Ha TpU KaTeropuu:

- aIMUHUCTPATOPHI HH(POPMAIIMOHHOW OE30TIaCHOCTH;

- agmuHucTpatopsl UCIT/H;

- oneparopsl UCII/[H.

AAMMHHCTPATOPbl MH(pOPMaNMOHHOKH Oe3omacHocTH — 3T0 corpyaHuku CO Boarl' TV,
KOTOpbIE€ 3aHMMAIOTCS HACTPOMKOH, BHEIPEHHWEM M CONPOBOXKIAEHUEM CHUCTEM O0e30IacHOCTH.
Anmunuctpatop Ub o0nanaer cneayronmM ypoBHEM JOCTyIa:

- o0nasaeT noysHOM MH(popManMeld 0 CUCTEMHOM M MPUKIAAHOM MPOTrPaMMHOM 0oOecreueHUH
NCII/H;

- 005aaeT noysHOM HH(opManuel o TeEXHUUeCKUX cpeacTBax U KoHpurypauuu UCII/IH;

- MMEeT JOCTYIl KO BCEM TEXHHYECKUM CpeACTBaM 00pabOTKM HMH(OpPMALMM U JaHHBIM
NCTIH;

Anvunucrparopbl UCIIIH- 310 cotpyauuku C® Bonrl TY, oTBeTCTBEHHBIE 3a HACTPOMUKY,
BHenpeHnue u conpoBoxiaeHue MCIIJIH. Ob6ecneunBaioT (QYHKIMOHUPOBAHUE IOJICUCTEMBI
ynpasienus poctynom MCII[IH 1 ynmoaHOMOYEHBI OCYIIECTBIIATh MPEAOCTaBICHUE U Pa3sTpaHUYCHUE
noctyna kKoHeuHoro mosb3oBatens (Onepatopa MCIIPx) k snemeHTaM, XpaHSALIMM IEepCOHANIbHBIE
JTaHHBIE.

Anmununctpatop UCII/IH obnanaeT ciaeayronmm ypoBHEM JOCTYIA U 3HaHU:

- obnagaer noiHOM MH(pOpPMalMel 0 CUCTEMHOM M MPUKIAAHOM MPOrPaMMHOM OOECeueHUun
NCTIH;

- 0bnagaeT mosHOM uHpopManuen o TexHUUecKuX cpeacTBax U KoHpurypauuu UCII/IH;

- MMEeT JOCTYNl KO BCEM TEXHHYECKHUM CpeACcTBaM OO0pabOTKM HHGPOpMAIMU U JTAHHBIM
NCII/H;

- oOmajmaer mpaBaMU KOH(UTYpPUPOBAaHUS M aAJMUHUCTPATHBHOM HACTPOWKHM TEXHHUYECKUX
cpencts UCII/In.

Oneparopsr UCIIJH - corpyanuku noapasaeneHuii C® Boarl' TV, yuwactByromme B
nporecce skcruryatanuu UCIIa. Oneparop UCIT/IH o6amaet cinenyomuM ypoBHEM IOCTyTA:
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- o0naiaeT HeOOXOAUMBIMH aTpuOyTaMu (HAIpUMeEp, MapoiieM), 00eCTICUHBAOIIIMMH JOCTYIT K
HeKoTOpoMy noaMHoxkecTBy [1]1H;

- pacmonaraet KOHQUACHIINATLHBIMU JAHHBIMU, K KOTOPBIM UMEET JJOCTYII,

- OCYILIECTBIISIIOT HEMOCPEICTBEHHYI0 OOpaOOTKy MEpPCOHANBHBIX TaHHBIX B pPaMKaX CBOHMX
MIOJIHOMOYUH, OMpPEAENAEMBIX TOKHOCTHOW MHCTPYKIMEH, ¢ COONIOACHUN TPEeOOBAHUN HACTOSIIIETO
[TonokeHns U UHBIX HOPMATUBHBIX aKTOB.

8. TpeboBanus k nepconasy no odecneyeHuro 3ammthl [1H

Bce corpynauku CO Boarl TV, seasatomuecs nonb3zoBatensimu MCIIJH, 10KHBI 4€TKO 3HATh
U CTPOTO BBINOJHATH YCTAHOBJICHHBIE IPAaBIJIA U 00SI3aHHOCTH IO JOCTYIY K 3aIUIIAeMbIM 00BEKTaM
U COOJIOIGHUIO IPUHATOTrO peskumMa 6e3omacHoctu [1/1H.

[Ipy BCTymI€eHMH B JIOJDKHOCTb HOBOI'O COTPYJIHHKA €ro HENOCPEICTBEHHBbIM HayaJIbHUK
00si3aH OpPraHM30BaTh €ro O3HAKOMJICHHE C JIOJDKHOCTHOM WHCTPYKIHMEH W HEOOXOJMMBIMH
JTOKYMEHTaMH, PErJIaMEHTHPYIOUIMMH TpeOoBaHus mo 3ammure [1J{H, a Taxke oOydeHHWE HaBBIKAM
BBITIIOJTHEHUS MTPOLIEYP, HEOOXOAUMBIX JUIsl CAHKIIMOHUPOBAaHHOTO Hcnonb3oBanus MCIT/IH.

CoTpyAHUK JOJKEH OBITh O3HAKOMJIEH CO CBEJAEHUSAMHU Hactosuied [loauTuku, mpuHATHIMU
npoueaypamu padbots ¢ anementamu UCIn u C3I11H.

Corpyanuku C® Boar[ TY, wucnonb3yromue TEXHUYECKHE CPEACTBA ayTeHTU(UKAINH,
JOJKHBI O0ECIIeUrBaTh COXPAHHOCTh HICHTU(UKATOPOB (DJIEKTPOHHBIX KIIIOYEH) U HE JOMYyCKaTb
HCJI k HuM, a Tak ke He I0IycKaTh UX YTEpU WM UCIOJIb30BaHUS TpeTbuMHU aunamu. Iloas3zoBaTenu
HECYT NEPCOHAIBbHYIO OTBETCTBEHHOCTH 3a COXPAHHOCTb UJCHTU(PHUKATOPOB.

Corpynauku CO Bourl' TV nomxHBI cieoBaTh YCTAaHOBJIEHHBIM MPOLEAypaM MO KAHUS
pexxuma Oe3zomacHoctd IIJIH mpu BbIOOpE M HCMONB30BAaHUM Mapojiell (eciau HE HCHOJIb3YITCS
TEeXHUYECKHE CPEACTBA ayTeHTU(UKALIUN).

Corpynauku CO Boarl' TY nomxHbl obecriednBaTh HaJUIeKallylo 3allluTy OOOpYyJIOBaHUS,
ocTaBisgieMoro 0e3 MpPUCMOTpa, OCOOEHHO B TeX Clydasx, KOrja B IOMEUICHHE HMEIOT JOCTYI
MIOCTOPOHHUE JHLa. Bce mosibp3oBaTenu OMKHBI 3HaTh TpeboBaHus mo OesomacHoctd IIJ[H m
IpOIelyphl 3aIIUTHl 000PYAOBAaHUS, OCTAaBIEHHOro 0€3 MPUCMOTpPA, a TaKKe CBOM OOS3aHHOCTHU I10
00eCreueHnI0 TaKO! 3aIHThI.

CoTpyaHHMKaM 3alpeliaercss YCTaHaBIMBaTh IIOCTOPOHHEE NpOrpaMMHOE obOecreueHue,
MOJIKJIIOYATh JINYHbIE MOOUJIbHBIE YCTPOWCTBA U HOCUTEIN UH(POPMAIINH, a TaK e 3aIUChIBaTh HA HUX
3aIuIaeMyro HH(popMaIuio.

CoTpynHHKaM 3alpelaeTcs pasiialiaTh 3allyIlaeMyl0 HHGOpMalHio, KOTopas cTajla UM
u3BecTHa Mpu padote ¢ nHpopmanoHHbIMH cucteMaMu CO Bonrl TV, TpeTbum numam.

[Tpu padote ¢ [1[In B UCIIH cotpyauuku C® Bonrl'TY o06s3aHbl 00ecneunTh OTCYTCTBHE
BO3MOXXHOCTH npocmoTpa [1/1H TpeTbumu munamu ¢ MOHUTOpoB APM nnu tepMuHainos.

[Tpu 3aBepmernu padotel ¢ UCIT/IH corpynanku o0s3aHbl 3amuTUTh APM wmin TepMHHAIBI C
MTOMOUIBIO0 OJIOKUPOBKHU KJIIFOYOM WJIM 3KBUBAJIEHTHOI'O CPEJICTBA KOHTPOJIS, HAIIPUMEpP, AOCTYIIOM IO
MapoJIio, €CJIU HE UCIIONIb3YIOTCS 00JIee CUIIbHBIE CPE/ICTBA 3aLUTHI.

Corpynauku CO Boar['TY gomksbl ObITh HmpouH(GOpMUPOBaHBI 00 yrpo3ax HapylIeHHUS
pexxuma 6e3omnacHocTH [1/IH 1 0TBETCTBEHHOCTH 32 ero HapylieHue. OHU JOJDKHBI ObITh O3HAKOMIIEHBI
C YTBEpXJAEHHOW (opMalbHOM TMpoLEeAypoil HaJlOXKEHUs AUCUUIUIMHAPHBIX B3bICKAaHMH Ha
COTPY/IHUKOB, KOTOpPbIE HAPYIIMIIN MPUHSTHIE OTUTUKY U ITporenypsl 6e3onacHocTH [1/1H.

CoTtpynHuku 00s3aHbl 0e3 TpOMEIeHUsT coo0mare 000 BCeX HaOMIOAaeMbIX WIH
MOA03pUTENbHBIX cirydasx padotsl UCIIJIH, Morymux mosieds 3a co0oit yrpo3sl 6ezonacHoct [1/1H,
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a TakKe O BBIIBICHHBIX HMMH COOBITHSX, 3aTparuBaromux Oe3omacHOCTh [1/IH, pyKOBOICTBY
MOApa3ACNICHUs] W JIMIy, OTBEUAIOIIEMY 3a HEMEJJICHHOE pearMpoBaHHUE Ha Yrpo3bl 0€30MMacHOCTH
I11n.

O6s3anHOCTH NTosb30Baresneit NCITJIH onrcaHbl B CIICTYIONTUX TOKYMEHTAX:

1. WHcTpykums 1m0 BEOCHHIO  MACIOPTOB  MH(OPMAIMOHHOW  0€30macHOCTH
MOApa3/IeJICHHH;

2. VHCTpyKIMS OTBETCTBEHHOIO 3a o0ecredeHrne 0e30MacHOCTH ePCOHANBHBIX JIaHHBIX;

WHcTpyKuus aAMUHUCTpATOpa HHPOPMALIMOHHOH 0€3011acHOCTH;

4. Wucrpykuuss anmunucrtparopa WMCII[lH mno obecneuennto uH()OpMAITMOHHON

w

0e30MacHOCTH MPU 00padOTKE MEPCOHATBHBIX TaHHBIX;
5. Huctpykuus monb3oBarens Mo obecriedeHHo MHGOPMAIMOHHON O€30MacHOCTH MpH
00paboTke nepcoHanbHbIX naHHbIX B UCII/IH;
WNHcTpykuus 1o opraHu3alyy MapoibHOU 3aIHThI;
HNHCcTpyK1Ms Mo opraHu3aluyd aHTUBUPYCHOM 3aILNTHI;
NHcTpyKus 10 y4eTy U XpaHEHUIO0 ChbEMHBIX HOCUTENEH;
WHCcTpyKIUs 110 pe3epBUPOBAHUIO U BOCCTAHOBIEHHIO pabotocniocodnoctr MCII/H;
10. UacTtpyknuss 1o  OOecreueHuIo  Oe30IacHOCTH  TEPCOHANBHBIX  JAHHBIX  IIPH

© o~

BO3HUKHOBEHUH HEIITATHBIX CHTYAIIHA;

11. Unctpykius o pabote ¢ 00e3TNYeHHBIMU TaHHBIMH;

12. ncTpykist 1O YCTaHOBKE, MOAU(PUKAIMU U TEXHUYECKOMY OOCITYKHUBAHUIO
nporpamMmmMHoOTro obecrieueHus u anmapaTHbix cpeacts MCIT/IH;

13. UHCTpYyKIMS MO0 YHUUYTOKEHUIO HOCUTENEH, CoIep KallluX MepCOHAIbHbIC JaHHBIE;

14. ncrpykuus no npenocrasnenuto goctyn B UCITIn CO Boarl'TV.

9. OTBETCTBEHHOCTH COTPY/IHUKOB

B cootBerctBum co ct. 24 denepanbHoro 3akona Poccuiickoit @enepanuu ot 27 utons 2006 r.
Ne 152-®3 «O mnepcoHaJbHBIX [AHHBIX» JHIA, BUHOBHbIE B HapylIEHWHU TpeOOBaHUM JTaHHOTO
denepallbHOTO 3aKOHA, HECYT I'PAXKAAHCKYIO, YIOJOBHYIO, aIMUHUCTPATUBHYIO, NUCLUIIIMHAPHYIO U
HHYIO IPEAYCMOTPEHHYIO 3aKOHOIaTeNIbcTBOM Poccnlickoit denepanni OTBETCTBEHHOCTD.

JeiicTByromee 3akoHOAATeNbCTBO PD mo3BossieT npenbsaBisTh TpeOOBaHUS MO 00ECTIEUEHUIO
6e3omacHOil paboThl ¢ 3amuinaeMoid HH(popMalMed M IperycMaTpUBaeT OTBETCTBEHHOCTh 3a
HapylIeHHE YCTAHOBJIEHHBIX MpaBuUi JKciulyatanuu OBM u cucreM, HenmpaBOMEpHBIH JOCTYIN K
uH(pOpMallUK, €CIM 3T JEHCTBUS MPHUBEIM K YHUYTOXKEHUIO, OJIOKHPOBAHMIO, MOIU(PUKALUU
nH(pOpMaLUY WK HapylIleHuto pabotel DBM miu ceteil.

Anmunuctpatop UCI[n u agmuHucTpaTop 0G€30MacHOCTH HECYT OTBETCTBEHHOCTh 3a BCE
JEMCTBYS, COBEPIICHHBIE OT UMEHHU UX YUETHBIX 3alIMUCEN MJIM CHUCTEMHBIX YUETHBIX 3alllCEH, €CIIU HE
J0Ka3aH (paKT HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BAHUS YUETHBIX 3aMUCEH.

[Tpu Hapymenusx nons3zoBarensimu UCIIAn npaBui, cBszaHHbIX ¢ Oe3onacHocThio I1/{H, oHM
HECYT OTBETCTBEHHOCTb, YCTAHOBJEHHYIO JAECHCTBYIOLUIMM 3aKOHOAATENbCTBOM Poccuiickoi
denepanuu.

[TonoxxeHus o AEATENBHOCTH CTPYKTYpHBIX moxapazaeneHuid CO Boarl TY u momxHOCTHBIE
WHCTPYKIIMU COTPYAHUKOB ¢unuana, ocymectBisitonux obpadborky I[IJln B WCII[H, mOMKHBI
pa3pabarbiBaThcsl ¢ Y4ETOM TpeOOBaHUI HACTOSIIETO JOKYMEHTa U cojepxkaTb HHPOpMaIui o0
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OTBETCTBEHHOCTH JOJDKHOCTHBIX JUI] 3a pasMiallicHUe W HECAHKIMOHHPOBAHHYIO MOIU(DUKAIIIO
(uckaxenue, panscudukamnyio) [1/IH, a Takke 3a HEMPAaBOMEPHOE BMEIIATEIILCTBO B MPOIECCHl UX
aBTOMAaTU3HPOBAHHON 00pabOTKH.



